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Note:  The authorized and 
actual dollar values for circuit breaker replacements have been updated since the First Interim 
Report, which reported on all costs in the Replacement of Obsolete Equipment budget code, 
instead of reporting only on the circuit breaker component.  The authorized dollars in the Second 
Interim Report include only the circuit breaker component.  In addition, the actual expenses 
recorded on this budget code did not include any circuit breaker work, so that value has been 
changed to zero. 



Note:  The authorized and actual dollar values 
for DOE switch replacement have been updated since the First Interim Report.  The First Interim 
Report reported on all costs contained in the CMP UG Switch Replacement and Manhole Repair 
budget code, of which underground switch replacement is only one component.  Authorized 
dollars in this report include only the underground switch component.  In addition, the actual 
expenses recorded on this budget code have also been updated to remove other work (such as 
overhead switch replacement and underground structures work) that is also included in this 
budget code. 
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Note:  
The 2014 and 2015 vegetation-related outages have been updated since the First Interim Report.  
The First Interim Report reported on all vegetation-related outages; however, as described in 
footnote 37, MED have now been excluded.  In addition, in 2015, daily system outage report 
coding changes were made to some outages, which are reflected here. 
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Document structure 

This report consists of the following sections: 

Executive summary contains an overview of the project including background, scope, KPMG’s overall 
results and noted exceptions as well as recommendations where necessary for each Rule comprising the 
California Public Utility Commission Privacy Decision. 

Project approach and methodology contains an overview of key project phases and activities 
performed by KPMG throughout the course of the assessment. 

Southern California Gas Company’s management response to CPUC Covered Information Privacy 
and Security Assessment Report contains SoCalGas’ management response to the CPUC Covered 
Information Privacy and Security Assessment Report dated June 21, 2017.  

Rule assessment results, exceptions and recommendations provides a summary of the nine (9) Rules 
of the CPUC Privacy Decision including KPMG’s interviews and document reviews (e.g., test work), 
overall results, detailed exceptions, and improvement recommendations associated with each exception. 

Detailed compliance testing and conclusions provide the full details of KPMG’s assessment criteria 
procedures and results for each Rule. 

Appendix 1 – Abbreviations used throughout this report provides a list of abbreviations used 
throughout the report. 

Appendix 2 – Stakeholders interviewed provides an overview of SoCalGas personnel interviewed as 
part of KPMG’s assessment. 
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Executive summary 

Southern California Gas Company (hereinafter SoCalGas or Company) provides natural gas service to 
20.9 million consumers through 5.8 million meters in more than 500 communities. The Company’s 
service territory encompasses approximately 20,000 square miles in diverse terrain throughout Central 
and Southern California, from Visalia to the Mexican border. Through its operations, managed via 
Advanced Metering Infrastructure and Real Time Energy Management systems, SoCalGas collects, 
processes, stores, and discloses Customer Energy Usage Data (CEUD) and other Customer Personally 
Identifiable Information (PII). The PII may contain name, address, social security numbers (SSN), service 
account number, and financial account information. 

Background 
On August 23, 2012, the California Public Utilities Commission (CPUC) issued Decision D.12-08-045 
“Decision Extending Privacy Protections to Customers of Gas Corporations and Community Choice 
Aggregators and to Residential and Small Commercial Customers of Electric Service Providers” 
(hereinafter the “Privacy Decision”). The Privacy Decision requires SoCalGas to undergo an independent 
assessment of its Covered Information privacy and security practices. 

Covered Information is defined in the Privacy Decision as Customer Energy Usage Data (CEUD) 1 
obtained via Advanced Metering Infrastructure (AMI) and Real Time Energy Management systems when 
combined with other information that could reasonably be used to identify a residential customer, family, 
household, residence, or nonresidential customer. Covered Information does not include information 
provided to the California Public Utilities Commission pursuant to its oversight responsibilities. 

SoCalGas engaged KPMG to conduct an objective assessment of its Covered Information privacy and 
security processes, controls, and practices in conjunction with general rate case proceedings.2 This 
report represents the results of KPMG’s assessment. 

Customer Energy Usage Data is any interval (60-minutes or less) consumption information for a 
customer service account obtained through its AMI and Real Time Energy Management systems. 
2 Objective privacy and security practices assessment is not intended to be an audit, examination, 
attestation, special report or agreed-upon procedures engagement as those services are defined in 
American Institute of Certified Public Accountants (AICPA) literature applicable to such engagements. 
Accordingly, these services will not result in the issuance of a written communication to third parties by 
KPMG directly reporting on financial data or internal control or expressing a conclusion, an opinion, or any 
other form of assurance
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Scope 
The scope of KPMG assessment was limited to systems and organizational units (OUs) processing 
Covered Information associated with information that could reasonably be used to identify a residential 
customer, family, household, residence, or nonresidential customer; KPMG did not review separate 
safeguards for SoCalGas employee, contractor, and other Personally Identifiable Information (PII) other 
than Covered Information. 

To perform the review, KPMG used an Assessment Framework comprised of multiple criteria based on 
various industry-leading standards. We mapped the Assessment Framework criteria to the nine (9) Rules 
in the Privacy Decision and used the framework to perform our assessment of SoCalGas’ privacy and 
security practices and procedures. 

— The Covered Information Privacy and Security Practices Assessment was based on KPMG’s review 
and understanding of the controls and processes in place from January 1, 2016 through 
December 31, 2016.3 

— The exceptions and recommendations were based on our review of policy/procedure documents, 
stakeholder interviews, inspection of sample communications to customers and Third Parties, 
Covered Information access reports, system security profiles, and site walkthroughs. 

— KPMG conducted interviews with personnel from Advanced Meter, Audit Services, Billing Operations, 
Credit & Collections, Customer Privacy Program, Customer Operations, Customer Service, 
Information Security, Law Department, Regulatory Affairs and Supply Management. 

— KPMG assessed the design and implementation of privacy and security controls followed by an 
assessment of the operating effectiveness of key implemented controls. 

The nine (9) Rules noted in the CPUC Privacy Decision are listed below. 

Rule 1 Definitions 

Rule 2 Transparency (Notice) 

Rule 3 Purpose Specification 

Rule 4 Individual Participation (Access and Choice) 

Rule 5 Data Minimization 

Rule 6 Use and Disclosure Limitation 

Rule 7 Data Quality and Integrity 

Rule 8 Data Security 

Rule 9 Accountability and Auditing 

3 KPMG used the following key drivers to determine the assessment period: (1) The CPUC Privacy 
Decision does not define the assessment period and (2) Professional guidance provides flexibility in the 
period covered as long as the assessment period allows for sufficient time to assess Operating 
Effectiveness. 
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Summary of results and exceptions 
Based on this assessment, KPMG noted that SoCalGas has designed and implemented Data Privacy and 
Security policies and supporting procedures to address the Privacy Decision’s requirements, as 
measured against KPMG’s Assessment Framework developed to test controls around Covered 
Information identified in the rules. 

For eight (8) of the nine (9) rules in the Privacy Decision, KPMG did not identify any exceptions; however, 
KPMG did identify exceptions with the remaining one (1) rule. Overall, KPMG has noted 2 exceptions 
(exceptions are areas where SoCalGas’ program is not yet fully prepared to meet compliance with the 
Privacy Decision as measured against KPMG’s Assessment Framework). The exceptions are shown 
below along with the recommendations associated with each exception. There were 2 Low-Risk 
Exception. KPMG noted No Medium-Risk or High-Risk Exceptions. The risk rating methodology is 
based on the following definitions: 

Risk level Description 

High Issue poses a significant risk of data breach of Covered Information and/or a significant 
deviation from the CPUC Privacy Decision. 

Medium 
Inconsistent implementation of policies and procedures that may impact the ability of 
SoCalGas to protect Covered Information and/or achieve adequate alignment with the 
CPUC Privacy Decision. 

Low 
Undefined or undocumented policies and procedures supporting the protection of 
Covered Information and alignment with the CPUC Privacy Decision. 

For more details associated with each Rule, see the Rule assessment results, exceptions, and 
recommendations and detailed compliance and testing conclusions sections below. 

CPUC rule 
number 

Risk level Exceptions noted KPMG recommendations 

CPUC Rule 1 
Definitions 

- - N/A 

CPUC Rule 2 
Transparency 
(Notice) 

- - N/A 

CPUC Rule 3 
Purpose 
Specification 

- - N/A 

CPUC Rule 4 
Individual 
Participation 
(Access and 
Choice) 

- - N/A 
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CPUC rule 
number Risk level Exceptions noted KPMG recommendations 

CPUC Rule 5 
Data 
Minimization 

- - N/A 

CPUC Rule 6 
Use and 
Disclosure 
Limitation 

- - N/A 

CPUC Rule 7 
Data Quality 
and Integrity 

- - N/A 

CPUC Rule 8 
Data Security 

- - N/A 

CPUC Rule 9 
Accountability 
and Auditing 

Low While company-wide Covered 
Information training is available, it 
has not been consistently deployed 
to all employees. SoCalGas 
scheduled this training to be rolled 
out over a three year cycle; the first 
and second deployments occurred 
in 2014 and 2015, respectively. The 
third deployment was scheduled for 
2016 and has not yet been 
delivered due to a reorganization 
within the Company. 

SoCalGas should consistently 
provide specific guidance to 
safeguard Covered Information to 
all employees as part of a company-
wide training. 

Low While contractors on the SoCalGas 
payroll are assigned trainings as 
regular employees, there are no 
formal trainings assigned to 
temporary contractors and their 
obligation to protect customer 
privacy is agreed through 
contracting provisions. 

SoCalGas should implement 
standardized training requirements 
addressing safeguards of Covered 
Information for contractors who 
have access to Covered 
Information. 
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Project approach and methodology 

 

 

KPMG approached the Assessment in four (4) phases: Initiate, Assess, Validate, and Report. 

— Initiate – KPMG developed an Assessment Framework to review SoCalGas’ privacy and security 
practices based on the nine (9) Rules comprising the Privacy Decision. KPMG identified controls for 
each Rule’s requirements and performed procedures to assess the Design and Implementation and 
Operating Effectiveness of program policies and procedures, and to identify any noted exceptions to 
those controls. Given the similarity of the Generally Accepted Privacy Principles (GAPP) framework 
promulgated by the American Institute of Certified Public Accountants (AICPA) and CPA Canada, 
KPMG leveraged GAPP as a baseline to develop our assessment procedures. KPMG worked with 
SoCalGas Customer Privacy Program (Project Team) to identify relevant stakeholders, reviewed the 
organizational structure to identify business groups where Covered Information may reside, and 
reviewed the current IT landscape to identify systems and applications that collect, store, or process 
Covered Information, such as Advanced Meter Systems, Customer Information Systems applications 
and databases, Back-end systems, Middleware, Development/Test environments, and Customer 
Portals. 

— Assess – As part of its assessment KPMG performed a variety of interviews with stakeholders 
representing various lines of business. KPMG interviewed over 40 personnel, reviewed more than 
330 documents and nine (9) system assessments, and performed five (5) site walkthroughs of 
critical SoCalGas facilities (including Customer Contact Center, Production Datacenter, Credit & 
Collections, Billing Operations and Branch Office) to observe the safeguards in place to protect 
Covered Information. 

— Validate – KPMG validated observed exceptions with the SoCalGas Project Team, relevant business, 
IT stakeholders and leadership. 

— Report – KPMG developed a final report providing exceptions and recommendations, presented the 
report to SoCalGas Leadership, and incorporated SoCalGas’ Management Response to the noted 
exceptions. 

Initiate Assess Validate Report
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Southern California Gas Company’s 

management response to CPUC 

Covered Information Privacy and 

Security Assessment Report 

Please see SoCalGas’ Management Response below. 
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Rule assessment results, exceptions 

and recommendations 

For each risk identified, KPMG reviewed the risk and assigned a risk rating of High, Medium, or Low to 
each Exception based on the potential impact the Exception could have as it relates to the protection of 
Covered Information. The risk rating methodology used the following definitions: 

 

Risk level Description 

High Issue poses a significant risk of data breach of Covered Information and/or a significant 
deviation from the CPUC Privacy Decision. 

Medium 
Inconsistent implementation of policies and procedures that may impact the ability of 
SoCalGas to protect Covered Information and/or achieve adequate alignment with the 
CPUC Privacy Decision. 

Low Undefined or undocumented policies and procedures supporting the protection of 
Covered Information and alignment with the CPUC Privacy Decision. 

 

For eight (8) of the nine (9) rules in the Privacy Decision, KPMG did not identify any exceptions; however, 
KPMG did identify exceptions for the remaining one (1) rule. Overall, KPMG has noted 2 Low-Risk 
exceptions. KPMG noted No Medium-Risk or High-Risk Exceptions. These exceptions identify areas 
where KPMG believes SoCalGas’ program is not fully prepared to meet requirements under the Privacy 
Decision as measured against KPMG’s Assessment Framework. 

The following tables provide a summary of the criteria that KPMG applied in the assessment of each of 
the nine (9) Rules of the Privacy Decision, the overall assessment results of the set of criteria evaluated, 
and relevant exceptions (if any) along with level of risk, risk implication and recommendation. 
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Rule 2: Transparency (notice) 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ overall customer notice program focusing on: 

— Internal and customer-facing Privacy Policy and Privacy Notice that address 
SoCalGas’ practices and procedures related to the collection, processing, 
storage, and disclosure of their Covered Information; 

— Review of methods and frequency for providing customers with notice and an 
examination of the actual notices; 

— Interviews with SoCalGas personnel; 

— Performance of site walkthroughs of Customer Service facilities to observe 
Customer Service Representatives interacting with customers and discussing 
their Covered Information. 

Results summary SoCalGas provides its external-facing Notice of Accessing, Collecting, Storing, 
Using and Disclosing Energy Usage Information on its website detailing the 
manner in which the Company collects, stores, shares, and protects Covered 
Information and the methods by which customers can access their data. The 
Privacy Notice includes information on how customers can contact SoCalGas 
with complaints, inquiries, and disputes regarding their Covered Information and 
SoCalGas’ privacy policy. SoCalGas provides its Privacy Notice to newly 
registered customers as part of a welcome package, and annually thereafter in a 
bill insert. The Privacy Notice is available in readable forms in several different 
languages to accommodate customer demographics. SoCalGas also makes 
available its previous versions of the Privacy Notice upon request. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 3: Purpose specification 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ overall customer notice program focusing on: 

— How SoCalGas specifies the reasons for which it collects, discloses, retains, 
and provides access to Covered Information; 

— Review of SoCalGas' Privacy Notice as well as other policies and procedures; 

— Interviews with stakeholders to understand the determination and 
specification of information and Third Party categories; 

— Examination of whether the Privacy Notice included a description of how 
customers could access and control their Covered Information collected, 
processed, stored, and disclosed by SoCalGas. 

Results summary SoCalGas has documented policies and procedures outlining the acceptable 
purposes for which Covered Information may be collected, stored, used, and 
shared. These include detailed policies regarding both primary and secondary 
purposes. Covered Information is not disclosed for secondary purposes, per 
Company’s policy, without customer authorization. 

SoCalGas’ Privacy Notice includes the categories of Third Parties with which 
SoCalGas may share Covered Information, and circumstances under which that 
information may be shared. 

SoCalGas has implemented internal policies instructing employees on 
determining the veracity and propriety of Third Party requests, and on the 
appropriate use of Covered Information internally. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 4: Individual participation (access and choice) 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ customer-facing program focusing on: 

— Internal and external policies and procedures to provide customers with 
access and consent mechanisms related to their Covered Information; 

— Review of Customer Portals, stakeholder interviews, and walkthroughs of 
Customer Contact Center and other locations where SoCalGas Customer 
Service Representatives interact with customers with respect to their 
Covered Information; 

— Review of Customer Authorization forms to understand how customers can 
grant and revoke authorization for secondary uses of their Covered 
Information; 

— Examination of the process in place to disclose Covered Information pursuant 
to legal processes and in situations of imminent threat to life or property. Test 
procedures included review of policies and procedures for tracking these 
requests and the subsequent notice provided to customers and interviews 
with SoCalGas stakeholders in relevant business functions. 

Results summary SoCalGas provides customers with multiple methods of accessing their Covered 
Information, including electronically via SoCalGas’ My Account feature online, 
and through monthly bills that allow them to review and interpret their usage 
information. Customers may contact SoCalGas through phone, web or mail with 
questions or concerns regarding their monthly bills. Further, internal guidelines 
for SoCalGas employees who interact with customers are in place addressing 
how to provide customers with access to their Covered Information. 

SoCalGas has processes and procedures in place for customers to grant and 
revoke authorization to Third Parties using an authorization form, the Customer 
Information Service Request (CISR) form. SoCalGas has processes in place to 
disclose Covered Information if it is necessary to provide energy services, to 
comply with relevant laws, to respond to subpoenas or warrants, or to provide 
emergency responders with pertinent information in the case of imminent threat 
to life or property. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 5: Data minimization 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ adoption of Data Minimization principles in the 
collection, use, and disclosure of Covered Information focusing on: 

— Corporate and department-specific policies and procedures to understand 
how Covered Information is segregated from other systems; 

— How user access is restricted based on business need; 

— How records and assets are retained for only as long as reasonably necessary; 

— Disposal of records upon their eligibility for destruction; 

— How Data Minimization principles were adopted as part of Third Party 
disclosure practices; 

— Assessment procedures included review of policies and procedures and 
interviews with relevant stakeholders to understand appropriate safeguards in 
place to limit the disclosure of Covered Information. 

Results summary SoCalGas has implemented the Data Minimization principle as a foundational 
component to its overall privacy framework, and has documented policies and 
procedures limiting the amount of information collected, stored, and retained; the 
number and level of employees who have access to Covered Information; and 
the categories of Third Parties with whom it is shared. SoCalGas management 
reviews and certifies that Covered Information is retained as necessary and that 
it is properly disposed of in electronic, hardcopy, and unstructured formats in a 
timely manner. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 6: Use and disclosure limitation 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ Third-Party Management Program focusing on: 

— Review of processes in place for disclosure of Covered Information to Third 
Parties; 

— Third Parties are defined to include suppliers and contractors; 

— Review of procedures and forms for customers to authorize and revoke a 
Third Party to receive Covered Information on behalf of the customer; 

— Examination of Third Party management policies and procedures and 
interview of stakeholders to understand how SoCalGas implements practices 
and procedures based on the categories of Third Parties (i.e., primary purpose 
and secondary purpose); 

— Review of data transmission protocols and ongoing monitoring of Third Parties 
for compliance with SoCalGas policies and contractual provisions. 

Results summary SoCalGas has processes in place to allow customers to share their Covered 
Information with Third Parties. SoCalGas has formal internal procedures to 
manage customer requests for disclosure to Third Parties, which include forms 
for explicit customer authorization and forms to revoke such authorization 
(Customer Information Service Request, or CISR Form). SoCalGas has internal 
Third Party management policies and informs Third Parties about data privacy 
requirements. Third Party vendors are contractually obligated per their contracts 
to maintain the privacy of Covered Information consistent with SoCalGas’s 
standard of security 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 7: Data quality and integrity 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ Data Validation methods and procedures focusing on: 

— Review of how SoCalGas validates the quality and integrity of Covered 
Information; 

— Examination of the Advanced Meter systems and infrastructure to understand 
how usage data is managed and reconciled; 

— Review of policies and procedures and interviews with stakeholders to 
understand how SoCalGas provides customers with the opportunity to modify 
or remove other data elements collected by the Company. 

Results summary SoCalGas has policies in place that address the confirmation, validation, and 
relevance of customer information. The Privacy Notice states that customers 
may contact SoCalGas through phone, email or mail should they need to update 
or alter their information. In addition, SoCalGas Customer Service 
Representatives authenticate customers and validate their account information 
when answering calls. SoCalGas’ My Account Online Services Terms and 
Conditions indicates it is the customers’ responsibility to ensure their Personal 
Information is updated and accurate. 

System controls and quality assurance processes are in place to validate energy 
usage reads and if necessary, perform edits to help ensure completeness and 
accuracy of usage data prior to billing the customer. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 8: Data security 

KPMG assessment 
procedures 

KPMG assessed SoCalGas’ physical and Cybersecurity measures to protect 
Covered Information focusing on: 

— Review of Cybersecurity policies, procedures, and measures related to: 
Endpoint Security (Antivirus protection, E-mail/Database security), the 
Network environment (Network Segmentation, Intrusion Prevention Systems, 
Remote Access, Wireless), Firewalls, Network Access Control. 
(Logging/Monitoring, Data Loss Prevention, Web-content Filtering), Mobile 
Security, Patch Management, Vulnerability Management, Business Continuity, 
System Change Control, Privileged Access, Third Party Access and Data 
Classification; 

— Performance of site walkthroughs of critical SoCalGas locations focusing on 
the physical and technical security of Covered Information at these key areas: 
Customer Contact Centers, a Production Datacenter, Credit Operations and 
Billing Operations; 

— Inspection of key configurations and system settings related to: System 
Access (User Authentication and Password Configuration), Access 
Management (Restriction of Access based on least privilege and need-to-
know, Segregation of Duties, Periodic access review), Logging and 
Monitoring of changes to customer data, Masking of sensitive data in 
production and development environments; 

— Review of SoCalGas' Incident Response/Breach Management Program and 
interviews of stakeholders who are responsible and/or accountable in the 
response to a potential incident involving Covered Information including 
communications to regulators and impacted customers; 

— Examination of evidence of tools deployed in the environment to detect and 
analyze potential threats to Covered Information. 

Results summary SoCalGas has an established Information Security Program as part of Sempra 
shared services that is responsible for the design and implementation of both 
physical and logical information security controls to protect Covered Information. 
Formal policies and procedures have been established and implemented that 
address specific administrative, physical and technical controls to protect 
Covered Information. Monitoring procedures are in place to detect and address 
non-compliance with policies and procedures. Various technical controls have 
been implemented to prevent and detect network security breaches and 
unauthorized access to systems containing Covered Information. A process is 
also in place to report and track potential security incidents to help ensure they 
are resolved and measures are implemented to prevent similar events from 
occurring in the future. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 9: Accountability and auditing 
KPMG assessment 
procedures 

KPMG assessed SoCalGas’ overall Customer Data Privacy and Cybersecurity 
program, focusing on: 

— Review of documentation supporting each program as well as SoCalGas' 
communication of these policies to both employees and contractors; 

— Review of executive support and sponsorship of Customer Privacy Program 
and Cybersecurity including the individuals and roles responsible and 
accountable for Customer Privacy Program and Cybersecurity throughout the 
enterprise; 

— Interviews with members of SoCalGas Executive Management to understand 
leadership's views on customer data protection; 

— Review of the process to receive, track and resolve customer complaints, 
disputes, and inquires related to the protection of Covered Information. Test 
procedures included a review of internal procedures, interviews with 
stakeholders involved in the complaints process, and a walkthrough of the 
Customer Contact Center; 

— Examination of employee training and awareness associated with the 
protection of Covered Information. This assessment included a review of 
enterprise-wide and targeted training materials provided to organizational units 
and contractors collecting, handling, storing, or transmitting Covered 
Information. Additionally, KPMG observed training compliance logs, meeting 
agendas, and attendance sheets maintained during PII training sessions. 

Results summary SoCalGas has developed company and department policies addressing the 
proper safeguarding of Covered Information. The Company has achieved a high 
level of maturity for its Customer Privacy Program, including assigning a 
dedicated Customer Privacy Program Officer and Manager, and providing 
executive and management support, oversight, and visibility to key program 
metrics and performance indicators. In addition, the Customer Privacy Program 
Manager collaborates with appropriate organizational units when working to 
finalize policies and procedures to protect Covered Information. 

KPMG also noted that a process exists to respond to complaints and inquiries 
levied by customers related to customer privacy. Company-wide privacy training 
is implemented, and Company’s representatives continue to identify 
opportunities to expand the training. Further, road shows including data privacy 
and security trainings are provided to employees accessing Covered Information 
and are tracked by SoCalGas. 

Exception one While company-wide Covered Information training is available, it has not been 
consistently deployed to all employees. SoCalGas scheduled this training to be 
rolled out over a three year cycle; the first and second deployments occurred in 
2014 and 2015, respectively. The third deployment was scheduled for 2016 and 
has not yet been delivered due to a reorganization within the Company. 

Risk level Low 
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Risk implication SoCalGas employees who collect, use, process or store Covered Information but 
did not complete the training may not understand or be aware of the Company’s 
policies and procedures for safeguarding sensitive Covered Information, 
increasing the risk of misuse of data or a potential data incident 

Recommendation SoCalGas should consistently provide specific guidance to safeguard Covered 
Information to all employees as part of a company-wide training. 

Exception two While contractors on SoCalGas’ payroll are assigned trainings as regular 
employees and contracts include obligations to protect customer privacy, there 
are no formal trainings assigned to temporary contractors. 

Risk level Low 

Risk implication Contractors acting on behalf of SoCalGas who collect, use, process, or store 
Covered Information may not understand or be aware of company policies and 
procedures for safeguarding sensitive information increasing the risk of misuse 
of data or a potential data incident. 

Recommendation SoCalGas should implement standardized training requirements addressing 
safeguards of Covered Information for contractors who have access to Covered 
Information. 
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at
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 p
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 c
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 d
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 d
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 f
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 d
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C
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w
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 c
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en
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tin
g 

an
d 
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vo
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ng
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ut
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at
io

n 
fo

r 
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co
nd

ar
y 
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C
ov

er
ed

 In
fo

rm
at
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n,
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) 
di
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in
g 
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e 
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cu

ra
cy
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r 
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m

pl
et
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ov

er
ed

 In
fo

rm
at
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n 
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 c
ov

er
ed

 e
nt
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g 
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di
st
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ut
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g 
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r 
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y 

pr
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ar
y 
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 s

ec
on
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ry

 p
ur
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se

, a
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(3

) 
re

qu
es

tin
g 

co
rr

ec
tio
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r 
am

en
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ts
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C
ov

er
ed

 In
fo

rm
at

io
n 
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at
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ov

er
ed

 e
nt

ity
 is

 c
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le
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ng
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di
st
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ut

in
g 
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y 

pr
im

ar
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or
 s

ec
on

da
ry

 p
ur
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b
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ss
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sm

en
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ro

ce
d

u
re
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A

ss
es

sm
en
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re

su
lt
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E
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ep
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n
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1.
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 p
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ce
ss

 t
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 C
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 f
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’ C
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 c
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at
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 c
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, C
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C
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 c
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 d
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 c
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 C
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 c
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 b
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s.
 

A
dd

iti
on

al
ly

, t
he

 f
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 c
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at
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 d
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 t
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 b
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 f
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 d
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 c
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at
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 d
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 C
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 c
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 b
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 p
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 c
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, c
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 p
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s.
 

2.
b.
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 d
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 c
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at
io

n.
 In

 
or

de
r 

fo
r 

cu
st

om
er

s 
to

 p
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 d
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at
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 p
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 t
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at
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 t
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 C
us

to
m

er
 C

on
ta

ct
 C

en
te

r,
 p

er
fo

rm
ed

 a
 

w
al

kt
hr

ou
gh

 o
f 

S
oC

al
G

as
 C

us
to

m
er

 C
on

ta
ct

 C
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th
er
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en
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 t
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ov

er
ed
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at
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 c
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, c
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 d
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 c
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 c
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 m
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 p
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 c
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 C
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 c
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 c
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, C
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pe
ra

tin
g 

P
ro

ce
du

re
s 

an
d 

no
te

d 
th

at
 t

he
 d

oc
um

en
t 

pr
ov

id
es

 p
ro

ce
du

re
s 

to
 a

na
ly

ze
 a

nd
 

re
so

lv
e 

bi
ll 

in
qu

iri
es

 r
el

at
ed

 t
o 

ga
s 

us
ag

e 
or

 b
ill

 a
m

ou
nt

. T
he

 p
ro

ce
du

re
s 

ou
tli

ne
 d

et
ai

le
d 

ac
tio

ns
 t

o 
be

 t
ak

en
 in

 v
ar

io
us

 t
yp

es
 o

f 
cu

st
om

er
s'

 
in

qu
iri

es
 r

el
at

ed
 t

o 
C

ov
er

ed
 In

fo
rm

at
io

n.
 W

he
n 

a 
cu

st
om

er
 c

om
pl

ai
nt

 is
 

re
ce

iv
ed

 t
hr

ou
gh

 S
oC

al
G

as
 C

us
to

m
er

 C
on

ta
ct

 C
en

te
r,

 t
he

 in
fo

rm
at

io
n 

is
 e

nt
er

ed
 in

to
 C

us
to

m
er

 C
om

m
en

t 
Tr

ac
ki

ng
 S

ys
te

m
. T

he
 S

ys
te

m
 

tr
ac

ks
 t

he
 s

ta
tu

s 
of

 t
he

 c
om

pl
ai

nt
 a

nd
 t

he
 d

ep
ar

tm
en

t 
to

 w
hi

ch
 t

he
 

co
m

pl
ai

nt
 is

 a
ss

ig
ne

d.
 C

us
to

m
er

 S
er

vi
ce

 R
ep

re
se

nt
at

iv
es

 t
he

n 
di

re
ct

s 
th

e 
co

m
pl

ai
nt

 t
o 

th
e 

ap
pr

op
ria

te
 d

ep
ar

tm
en

t,
 w

hi
ch

 t
ra

ck
s 

it 
to

 
re

so
lu

tio
n.

 
3.

e.
 R

ev
ie

w
ed

 a
 s

am
pl

e 
C

us
to

m
er

 B
ill

 a
nd

 n
ot

ed
 t

ha
t 

th
e 

do
cu

m
en

t 
in

cl
ud

es
 a

 p
ho

ne
 n

um
be

r 
fo

r 
cu

st
om

er
s 

to
 in

qu
ire

, d
is

pu
te

 a
nd

 
qu

es
tio

n 
th

ei
r 

bi
lls

. T
he

 d
oc

um
en

t 
al

so
 in

fo
rm

s 
cu

st
om

er
s 

th
at

 if
 t

he
y 

ar
e 

no
t 

sa
tis

fie
d 

w
ith

 S
oC

al
G

as
' r

es
po

ns
e 

to
 t

he
ir 

re
qu

es
ts

 f
or

 
co

rr
ec

tio
n 

or
 w

ou
ld

 li
ke

 t
o 

in
vo

lv
e 

th
e 

C
P

U
C

, t
he

y 
m

ay
 d

o 
so

 w
ith

 t
he

 
C

P
U

C
 C

on
su

m
er

 A
ff

ai
rs

 B
ra

nc
h 

by
 m

ai
l, 

em
ai

l o
r 

ph
on

e.
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C
P

U
C

 R
u

le
 4

 

R
u

le
 d

es
cr

ip
ti

o
n

 

D
is

cl
o

su
re

 P
u

rs
u

an
t 

to
 L

eg
al

 P
ro

ce
ss

: 

(1
) 

E
xc

ep
t 

as
 o

th
er

w
is

e 
pr

ov
id

ed
 in

 t
hi

s 
ru

le
 o

r 
ex

pr
es

sl
y 

au
th

or
iz

ed
 b

y 
st

at
e 

or
 f

ed
er

al
 la

w
 o

r 
by

 o
rd

er
 o

f 
th

e 
C

om
m

is
si

on
, a

 c
ov

er
ed

 e
nt

ity
 s

ha
ll 

no
t 

di
sc

lo
se

 C
ov

er
ed

 In
fo

rm
at

io
n 

ex
ce

pt
 p

ur
su

an
t 

to
 a

 w
ar

ra
nt

 
or

 o
th

er
 c

ou
rt

 o
rd

er
 n

am
in

g 
w

ith
 s

pe
ci

fic
ity

 t
he

 c
us

to
m

er
s 

w
ho

se
 in

fo
rm

at
io

n 
is

 s
ou

gh
t.

 U
nl

es
s 

ot
he

rw
is

e 
di

re
ct

ed
 b

y 
a 

co
ur

t,
 la

w
, o

r 
or

de
r 

of
 t

he
 C

om
m

is
si

on
, c

ov
er

ed
 e

nt
iti

es
 s

ha
ll 

tr
ea

t 
re

qu
es

ts
 

fo
r 

re
al

-t
im

e 
ac

ce
ss

 t
o 

C
ov

er
ed

 In
fo

rm
at

io
n 

as
 w

ire
ta

ps
, r

eq
ui

rin
g 

ap
pr

ov
al

 u
nd

er
 t

he
 f

ed
er

al
 o

r 
st

at
e 

w
ire

ta
p 

la
w

 a
s 

ne
ce

ss
ar

y.
 

(2
) 

U
nl

es
s 

ot
he

rw
is

e 
pr

oh
ib

ite
d 

by
 c

ou
rt

 o
rd

er
, l

aw
, o

r 
or

de
r 

of
 t

he
 C

om
m

is
si

on
, a

 c
ov

er
ed

 e
nt

ity
, u

po
n 

re
ce

ip
t 

of
 a

 s
ub

po
en

a 
fo

r 
di

sc
lo

su
re

 o
f 

C
ov

er
ed

 In
fo

rm
at

io
n 

pu
rs

ua
nt

 t
o 

le
ga

l p
ro

ce
ss

, s
ha

ll,
 p

rio
r 

to
 

co
m

pl
yi

ng
, n

ot
ify

 t
he

 c
us

to
m

er
 in

 w
rit

in
g 

an
d 

al
lo

w
 t

he
 c

us
to

m
er

 7
 d

ay
s 

to
 a

pp
ea

r 
an

d 
co

nt
es

t 
th

e 
cl

ai
m

 o
f 

th
e 

pe
rs

on
 o

r 
en

tit
y 

se
ek

in
g 

di
sc

lo
su

re
. 

(6
) 

O
n 

an
 a

nn
ua

l b
as

is
, c

ov
er

ed
 e

nt
iti

es
 s

ha
ll 

re
po

rt
 t

o 
th

e 
C

om
m

is
si

on
 t

he
 n

um
be

r 
of

 d
em

an
ds

 r
ec

ei
ve

d 
fo

r 
di

sc
lo

su
re

 o
f 

cu
st

om
er

 d
at

a 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
 o

r 
pu

rs
ua

nt
 t

o 
si

tu
at

io
ns

 o
f 

im
m

in
en

t 
th

re
at

 
to

 li
fe

 o
r 

pr
op

er
ty

 a
nd

 t
he

 n
um

be
r 

of
 c

us
to

m
er

s 
w

ho
se

 r
ec

or
ds

 w
er

e 
di

sc
lo

se
d.

 U
po

n 
re

qu
es

t 
of

 t
he

 
C

om
m

is
si

on
, c

ov
er

ed
 e

nt
iti

es
 s

ha
ll 

re
po

rt
 a

dd
iti

on
al

 in
fo

rm
at

io
n 

to
 t

he
 C

om
m

is
si

on
 o

n 
su

ch
 

di
sc

lo
su

re
s.

 T
he

 C
om

m
is

si
on

 m
ay

 m
ak

e 
su

ch
 r

ep
or

ts
 p

ub
lic

ly
 a

va
ila

bl
e 

w
ith

ou
t 

id
en

tif
yi

ng
 t

he
 

af
fe

ct
ed

 c
us

to
m

er
s,

 u
nl

es
s 

m
ak

in
g 

su
ch

 r
ep

or
ts

 p
ub

lic
 is

 p
ro

hi
bi

te
d 

by
 s

ta
te

 o
r 

fe
de

ra
l l

aw
 o

r 
by

 o
rd

er
 

of
 t

he
 C

om
m

is
si

on
. 

c(
1)

-(
6)

 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

1.
 

D
et

er
m

in
e 

w
he

th
er

 S
oC

al
G

as
 

ha
s 

pr
oc

ed
ur

es
 in

 p
la

ce
 t

o 
en

su
re

 p
ro

pe
r 

ha
nd

lin
g 

an
d 

do
cu

m
en

ta
tio

n 
of

 a
ny

 
C

ov
er

ed
 In

fo
rm

at
io

n 
da

ta
 

di
sc

lo
su

re
s 

fo
r 

le
ga

l r
ea

so
ns

. 

1.
a.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ P
riv

ac
y 

N
ot

ic
e 

an
d 

no
te

d 
th

at
 t

he
 d

oc
um

en
t 

in
fo

rm
s 

cu
st

om
er

s 
th

at
 S

oC
al

G
as

 d
oe

s 
no

t 
re

le
as

e 
C

ov
er

ed
 

In
fo

rm
at

io
n 

w
ith

ou
t 

cu
st

om
er

s’
 w

rit
te

n 
co

ns
en

t 
ex

ce
pt

 u
nd

er
 c

er
ta

in
 

ci
rc

um
st

an
ce

s.
 T

he
se

 c
irc

um
st

an
ce

s 
in

cl
ud

e 
di

sc
lo

su
re

s:
 

—
P

ur
su

an
t 

to
 le

ga
l p

ro
ce

ss
 (s

uc
h 

as
 a

 w
ar

ra
nt

 o
r 

su
bp

oe
na

); 

—
To

 e
m

er
ge

nc
y 

re
sp

on
de

rs
 in

 t
he

 c
as

e 
of

 im
m

in
en

t 
th

re
at

 t
o 

lif
e 

or
 

pr
op

er
ty

; 

—
A

s 
or

de
re

d 
by

 t
he

 C
P

U
C

; 

—
A

s 
re

qu
ire

d 
by

 la
w

. 

1.
b.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ R
ul

e 
42

 L
eg

al
 P

ro
ce

ss
 R

eq
ue

st
 P

ol
ic

y 
an

d 
no

te
d 

th
at

 t
he

 d
oc

um
en

t 
ou

tli
ne

s 
th

e 
pr

oc
ed

ur
es

 f
or

 h
an

dl
in

g 
an

d 
do

cu
m

en
tin

g 
an

y 
C

ov
er

ed
 In

fo
rm

at
io

n 
da

ta
 d

is
cl

os
ur

es
 f

or
 le

ga
l 

pu
rp

os
es

. U
po

n 
re

ce
ip

t 
of

 a
 le

ga
l p

ro
ce

ss
 r

eq
ue

st
, S

oC
al

G
as

 L
aw
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A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
ep

ar
tm

en
t 

m
us

t 
de

te
rm

in
e 

if 
C

ov
er

ed
 In

fo
rm

at
io

n 
is

 b
ei

ng
 r

eq
ue

st
ed

. 
If

 C
ov

er
ed

 In
fo

rm
at

io
n 

is
 b

ei
ng

 r
eq

ue
st

ed
, t

he
 D

ep
ar

tm
en

t 
pr

ep
ar

es
 

an
d 

se
nd

s 
a 

N
ot

ic
e 

to
 C

us
to

m
er

 t
o 

in
fo

rm
 r

el
ev

an
t 

cu
st

om
er

(s
) o

f 
th

e 
re

qu
es

t 
fo

r 
C

ov
er

ed
 In

fo
rm

at
io

n.
 If

 t
he

 c
us

to
m

er
 d

oe
s 

no
t 

pr
ov

id
e 

a 
co

py
 o

f 
a 

m
ot

io
n 

or
 o

bj
ec

tio
n 

to
 t

he
 d

is
cl

os
ur

e 
of

 t
he

 C
ov

er
ed

 
In

fo
rm

at
io

n 
w

ith
in

 s
ev

en
 d

ay
s,

 C
ov

er
ed

 In
fo

rm
at

io
n 

m
ay

 b
e 

di
sc

lo
se

d.
 

If
 t

he
 c

us
to

m
er

 p
ro

vi
de

s 
a 

m
ot

io
n 

or
 o

bj
ec

tio
n,

 S
oC

al
G

as
 m

us
t 

aw
ai

t 
th

e 
ou

tc
om

e 
of

 t
he

 m
ot

io
n 

or
 o

bj
ec

tio
n 

pr
io

r 
to

 d
is

cl
os

in
g 

th
e 

C
ov

er
ed

 
In

fo
rm

at
io

n.
 If

 C
ov

er
ed

 In
fo

rm
at

io
n 

ha
s 

be
en

 r
eq

ue
st

ed
 b

y 
an

 
in

ve
st

ig
at

iv
e 

ag
en

cy
, S

oC
al

G
as

 L
aw

 D
ep

ar
tm

en
t 

m
us

t 
pr

ep
ar

e 
a 

N
ot

ic
e 

to
 R

eq
ue

st
in

g 
E

nt
ity

 f
or

m
 p

rio
r 

to
 p

ro
vi

di
ng

 t
he

 c
us

to
m

er
 n

ot
ifi

ca
tio

n,
 

an
d 

in
fo

rm
in

g 
re

qu
es

tin
g 

en
tit

y 
of

 R
ul

e 
42

 r
eq

ui
re

m
en

ts
 a

ro
un

d 
C

ov
er

ed
 In

fo
rm

at
io

n.
 

1.
c.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ C
us

to
m

er
 C

on
ta

ct
 O

pe
ra

tin
g 

P
ro

ce
du

re
s 

an
d 

no
te

d 
th

at
 w

he
n 

a 
su

bp
oe

na
 r

eq
ue

st
s 

ar
e 

re
ce

iv
ed

 b
y 

C
us

to
m

er
 

S
er

vi
ce

 R
ep

re
se

nt
at

iv
es

, t
he

y 
ar

e 
re

qu
ire

d 
to

 t
ra

ns
fe

r 
re

la
te

d 
ca

lls
 t

o 
S

oC
al

G
as

 L
aw

 D
ep

ar
tm

en
t 

an
d 

ar
e 

in
st

ru
ct

ed
 n

ot
 t

o 
di

sc
lo

se
 

cu
st

om
er

-s
pe

ci
fic

 a
cc

ou
nt

 in
fo

rm
at

io
n.

 

1.
d.

 I
ns

pe
ct

ed
 N

ot
ic

e 
to

 C
us

to
m

er
 a

nd
 N

ot
ic

e 
to

 R
eq

ue
st

in
g 

E
nt

ity
 f

or
m

s 
un

de
r 

R
ul

e 
42

 a
nd

 n
ot

ed
 t

ha
t 

th
e 

do
cu

m
en

ts
 e

xp
la

in
 t

he
 p

ro
ce

du
re

s 
to

 
ha

nd
le

 C
ov

er
ed

 In
fo

rm
at

io
n 

da
ta

 d
is

cl
os

ur
es

 f
or

 le
ga

l r
ea

so
ns

 t
o 

cu
st

om
er

s 
an

d 
re

qu
es

tin
g 

en
tit

ie
s.

 

1.
e.

 M
et

 w
ith

 S
en

io
r 

C
ou

ns
el

, L
aw

, a
nd

 w
as

 in
fo

rm
ed

 t
ha

t 
S

oC
al

G
as

 h
as

 
pr

oc
ed

ur
es

 in
 p

la
ce

 f
or

 h
an

dl
in

g 
an

d 
do

cu
m

en
tin

g 
C

ov
er

ed
 In

fo
rm

at
io

n 
da

ta
 d

is
cl

os
ur

es
 f

or
 le

ga
l p

ur
po

se
s.

 In
qu

iri
es

 p
ur

su
an

t 
to

 le
ga

l p
ro

ce
ss

 
ar

e 
ha

nd
le

d 
by

 S
oC

al
G

as
 L

aw
 D

ep
ar

tm
en

t.
 T

he
 a

ut
he

nt
ic

ity
 o

f 
th

es
e 

re
qu

es
ts

 a
re

 e
xa

m
in

ed
 c

lo
se

ly
 b

y 
S

oC
al

G
as

. C
us

to
m

er
 d

at
a 

is
 p

ro
vi

de
d 

on
ly

 w
he

n 
S

oC
al

G
as

 h
as

 c
us

to
m

er
s'

 c
on

se
nt

, o
r 

pu
rs

ua
nt

 t
o 

a 
la

w
fu

l 
su

bp
oe

na
 o

r 
w

ar
ra

nt
. I

f 
S

oC
al

G
as

 L
aw

 D
ep

ar
tm

en
t 

de
em

s 
a 

re
qu

es
t 

re
as

on
ab

le
, i

t 
no

tif
ie

s 
th

e 
cu

st
om

er
s 

th
ro

ug
h 

a 
st

an
da

rd
 w

rit
te

n 
no

tic
e 

an
d 

al
lo

w
s 

th
e 

cu
st

om
er

s 
se

ve
n 

da
ys

 t
o 

re
sp

on
d 

or
 c

on
te

st
. S

oC
al

G
as

 
La

w
 D

ep
ar

tm
en

t 
m

an
ag

es
, k

ee
ps

 t
ra

ck
 o

f 
an

d 
re

po
rt

s 
di

sc
lo

su
re

s 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
, i

nc
lu

di
ng

 t
he

 s
ta

tis
tic

s 
pr

ov
id

ed
 in

 S
oC

al
G

as
' 

A
nn

ua
l P

riv
ac

y 
R

ep
or

t.
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1.
f.

 
R

ev
ie

w
ed

 a
 s

am
pl

e 
N

ot
ic

e 
to

 C
us

to
m

er
 m

ai
le

d 
to

 c
us

to
m

er
s 

re
ga

rd
in

g 
su

bp
oe

na
 d

em
an

ds
 f

or
 in

fo
rm

at
io

n 
an

d 
no

te
d 

th
at

 S
oC

al
G

as
 p

ro
vi

de
d 

a 
se

ve
n 

da
y 

no
tic

e 
fo

r 
de

m
an

ds
 p

ur
su

an
t 

to
 le

ga
l p

ro
ce

ss
. T

he
 le

tt
er

 
st

at
es

 t
ha

t 
if 

th
e 

cu
st

om
er

 o
pp

os
es

 t
he

 d
is

cl
os

ur
e 

of
 in

fo
rm

at
io

n 
so

ug
ht

, t
he

 c
us

to
m

er
 m

us
t 

ob
ta
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 a

ut
ho

riz
at

io
n 

or
 r

ev
oc

at
io

n 
fo

r 
a 

Th
ird

 P
ar

ty
 t

o 
re

ce
iv

e 
cu

st
om

er
 in

fo
rm

at
io

n 
or

 a
ct

 o
n 

a 
cu

st
om

er
's

 
be

ha
lf;
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A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

—
C

IS
R

 f
or

m
 8

20
4 

co
lle

ct
s 

cu
st

om
er

's
 a

ut
ho

riz
at

io
n 

or
 r

ev
oc

at
io

n 
of

 
au

th
or

iz
at

io
n 

to
 r

ec
ei

ve
 c

us
to

m
er

 in
te

rv
al

 u
sa

ge
 in

fo
rm

at
io

n;
 

—
U

si
ng

 t
he

se
 f

or
m

s,
 c

us
to

m
er

s 
ha

ve
 o

pt
io

ns
 t

o 
pr

ov
id

e 
Th

ird
 P

ar
ty

 
ac

ce
ss

 a
ut

ho
riz

at
io

n 
fo

r 
a 

sp
ec

ifi
c 

pe
rio

d 
up

 t
o 

a 
m

ax
im

um
 o

f 
th

re
e 

ye
ar

s.
 C

us
to

m
er

s 
m

us
t 

de
te

rm
in

e 
in

 t
he

 C
IS

R
 f

or
m

s 
th

e 
ty

pe
 o

f 
in

fo
rm

at
io

n 
to

 b
e 

sh
ar

ed
 (e

.g
. b

ill
in

g 
re

co
rd

s,
 b

ill
in

g 
hi

st
or

y,
 m

et
er

 
us

ag
e 

da
ta

). 
S

oC
al

G
as

 p
ro

vi
de

s 
th

e 
in

fo
rm

at
io

n 
re

qu
es

te
d,

 t
o 

ex
te

nt
 

av
ai

la
bl

e,
 v

ia
 h

ar
d 

co
py

 t
hr

ou
gh

 p
os

ta
l m

ai
l, 

fa
cs

im
ile

 a
t 

a 
te

le
ph

on
e 

nu
m

be
r,

 o
r 

el
ec

tr
on

ic
 f

or
m

at
 v

ia
 e

le
ct

ro
ni

c 
em

ai
l. 
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C
P

U
C

 R
u

le
 6

 –
 U

se
 a

n
d

 d
is

cl
o

su
re

 li
m

it
at

io
n

 
O

ve
ra

ll 
co

n
cl

u
si

o
n

 
N

o
 e

xc
ep

ti
o

n
s 

n
o

te
d

. 

C
P

U
C

 R
u

le
 6

 

R
u

le
 d

es
cr

ip
ti

o
n

 

D
is

cl
o

su
re

s 
to

 T
h

ir
d

 P
ar

ti
es

 

(1
) 

In
iti

al
 D

is
cl

os
ur

es
 b

y 
an

 G
as

 C
or

po
ra

tio
n:

 A
n 

ga
s 

co
rp

or
at

io
n 

m
ay

 d
is

cl
os

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
w

ith
ou

t 
cu

st
om

er
 c

on
se

nt
 t

o 
a 

Th
ird

 P
ar

ty
 a

ct
in

g 
un

de
r 

co
nt

ra
ct

 w
ith

 t
he

 C
om

m
is

si
on

 f
or

 t
he

 p
ur

po
se

 
of

 p
ro

vi
di

ng
 s

er
vi

ce
s 

au
th

or
iz

ed
 p

ur
su

an
t 

to
 a

n 
or

de
r 

or
 r

es
ol

ut
io

n 
of

 t
he

 C
om

m
is

si
on

 o
r 

to
 a

 
go

ve
rn

m
en

ta
l e

nt
ity

 f
or

 t
he

 p
ur

po
se

 o
f 

pr
ov

id
in

g 
en

er
gy

 e
ff

ic
ie

nc
y 

or
 e

ne
rg

y 
ef

fic
ie

nc
y 

ev
al

ua
tio

n 
se

rv
ic

es
 p

ur
su

an
t 

to
 a

n 
or

de
r 

or
 r

es
ol

ut
io

n 
of

 t
he

 C
om

m
is

si
on

. A
n 

ga
s 

co
rp

or
at

io
n 

m
ay

 d
is

cl
os

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
to

 a
 T

hi
rd

 P
ar

ty
 w

ith
ou

t 
cu

st
om

er
 c

on
se

nt
 

a.
 

w
he

n 
ex

pl
ic

itl
y 

or
de

re
d 

to
 d

o 
so

 b
y 

th
e 

C
om

m
is

si
on

; o
r 

b.
 

fo
r 

a 
pr

im
ar

y 
pu

rp
os

e 
be

in
g 

ca
rr

ie
d 

ou
t 

un
de

r 
co

nt
ra

ct
 w

ith
 a

nd
 o

n 
be

ha
lf 

of
 t

he
 g

as
 c

or
po

ra
tio

n 
di

sc
lo

si
ng

 t
he

 d
at

a;
 p

ro
vi

de
d 

th
at

 t
he

 c
ov

er
ed

 e
nt

ity
 d

is
cl

os
in

g 
th

e 
da

ta
 s

ha
ll,

 b
y 

co
nt

ra
ct

, r
eq

ui
re

 
th

e 
Th

ird
 P

ar
ty

 t
o 

ag
re

e 
to

 a
cc

es
s,

 c
ol

le
ct

, s
to

re
, u

se
, a

nd
 d

is
cl

os
e 

th
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

un
de

r 
po

lic
ie

s,
 p

ra
ct

ic
es

 a
nd

 n
ot

ifi
ca

tio
n 

re
qu

ire
m

en
ts

 n
o 

le
ss

 p
ro

te
ct

iv
e 

th
an

 t
ho

se
 u

nd
er

 w
hi

ch
 t

he
 

co
ve

re
d 

en
tit

y 
its

el
f 

op
er

at
es

 a
s 

re
qu

ire
d 

un
de

r 
th

is
 r

ul
e,

 u
nl

es
s 

ot
he

rw
is

e 
di

re
ct

ed
 b

y 
th

e 
C

om
m

is
si

on
. 

(2
) 

S
ub

se
qu

en
t 

D
is

cl
os

ur
es

: A
ny

 e
nt

ity
 t

ha
t 

re
ce

iv
es

 C
ov

er
ed

 In
fo

rm
at

io
n 

de
riv

ed
 in

iti
al

ly
 f

ro
m

 a
 c

ov
er

ed
 

en
tit

y 
m

ay
 d

is
cl

os
e 

su
ch

 C
ov

er
ed

 In
fo

rm
at

io
n 

to
 a

no
th

er
 e

nt
ity

 w
ith

ou
t 

cu
st

om
er

 c
on

se
nt

 f
or

 a
 

pr
im

ar
y 

pu
rp

os
e,

 p
ro

vi
de

d 
th

at
 t

he
 e

nt
ity

 d
is

cl
os

in
g 

th
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

sh
al

l, 
by

 c
on

tr
ac

t,
 r

eq
ui

re
 

th
e 

en
tit

y 
re

ce
iv

in
g 

th
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

to
 u

se
 t

he
 C

ov
er

ed
 In

fo
rm

at
io

n 
on

ly
 f

or
 s

uc
h 

pr
im

ar
y 

pu
rp

os
e 

an
d 

to
 a

gr
ee

 t
o 

st
or

e,
 u

se
, a

nd
 d

is
cl

os
e 

th
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

un
de

r 
po

lic
ie

s,
 p

ra
ct

ic
es

 
an

d 
no

tif
ic

at
io

n 
re

qu
ire

m
en

ts
 n

o 
le

ss
 p

ro
te

ct
iv

e 
th

an
 t

ho
se

 u
nd

er
 w

hi
ch

 t
he

 c
ov

er
ed

 e
nt

ity
 f

ro
m

 
w

hi
ch

 t
he

 C
ov

er
ed

 In
fo

rm
at

io
n 

w
as

 in
iti

al
ly

 d
er

iv
ed

 o
pe

ra
te

s 
as

 r
eq

ui
re

d 
by

 t
hi

s 
ru

le
, u

nl
es

s 
ot

he
rw

is
e 

di
re

ct
ed

 b
y 

th
e 

C
om

m
is

si
on

. 

(3
) 

Te
rm

in
at

in
g 

D
is

cl
os

ur
es

 t
o 

E
nt

iti
es

 F
ai

lin
g 

to
 C

om
pl

y 
w

ith
 T

he
ir 

P
riv

ac
y 

A
ss

ur
an

ce
s:

 

W
he

n 
a 

co
ve

re
d 

en
tit

y 
di

sc
lo

se
s 

C
ov

er
ed

 In
fo

rm
at

io
n 

to
 a

 T
hi

rd
 P

ar
ty

 u
nd

er
 t

hi
s 

su
bs

ec
tio

n 
6(

c)
, i

t 
sh

al
l s

pe
ci

fy
 b

y 
co

nt
ra

ct
, u

nl
es

s 
ot

he
rw

is
e 

or
de

re
d 

by
 t

he
 C

om
m

is
si

on
, t

ha
t 

it 
sh

al
l b

e 
co

ns
id

er
ed

 a
 

m
at

er
ia

l b
re

ac
h 

if 
th

e 
Th

ird
 P

ar
ty

 e
ng

ag
es

 in
 a

 p
at

te
rn

 o
r 

pr
ac

tic
e 

of
 a

cc
es

si
ng

, s
to

rin
g,

 u
si

ng
 o

r 
di

sc
lo

si
ng

 t
he

 C
ov

er
ed

 In
fo

rm
at

io
n 

in
 v

io
la

tio
n 

of
 t

he
 T

hi
rd

 P
ar

ty
’s

 c
on

tr
ac

tu
al

 o
bl

ig
at

io
ns

 t
o 

ha
nd

le
 

th
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

un
de

r 
po

lic
ie

s 
no

 le
ss

 p
ro

te
ct

iv
e 

th
an

 t
ho

se
 u

nd
er

 w
hi

ch
 t

he
 c

ov
er

ed
 e

nt
ity

 
fr

om
 w

hi
ch

 t
he

 C
ov

er
ed

 In
fo

rm
at

io
n 

w
as

 in
iti

al
ly

 d
er

iv
ed

 o
pe

ra
te

s 
in

 c
om

pl
ia

nc
e 

w
ith

 t
hi

s 
ru

le
. 

c(
1)

-(
3)
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—
If

 a
 c

ov
er

ed
 e

nt
ity

 d
is

cl
os

in
g 

C
ov

er
ed

 In
fo

rm
at

io
n 

fo
r 

a 
pr

im
ar

y 
pu

rp
os

e 
be

in
g 

ca
rr

ie
d 

ou
t 

un
de

r 
co

nt
ra

ct
 w

ith
 a

nd
 o

n 
be

ha
lf 

of
 t

he
 e

nt
ity

 d
is

cl
os

in
g 

th
e 

da
ta

 f
in

ds
 t

ha
t 

a 
Th

ird
 P

ar
ty

 c
on

tr
ac

to
r 

to
 

w
hi

ch
 it

 d
is

cl
os

ed
 C

ov
er

ed
 In

fo
rm

at
io

n 
is

 e
ng

ag
ed

 in
 a

 p
at

te
rn

 o
r 

pr
ac

tic
e 

of
 a

cc
es

si
ng

, s
to

rin
g,

 
us

in
g 

or
 d

is
cl

os
in

g 
C

ov
er

ed
 In

fo
rm

at
io

n 
in

 v
io

la
tio

n 
of

 t
he

 T
hi

rd
 P

ar
ty

’s
 c

on
tr

ac
tu

al
 o

bl
ig

at
io

ns
 

re
la

te
d 

to
 h

an
dl

in
g 

C
ov

er
ed

 In
fo

rm
at

io
n,

 t
he

 d
is

cl
os

in
g 

en
tit

y 
sh

al
l p

ro
m

pt
ly

 c
ea

se
 d

is
cl

os
in

g 
C

ov
er

ed
 In

fo
rm

at
io

n 
to

 s
uc

h 
Th

ird
 P

ar
ty

. 

—
If

 a
 c

ov
er

ed
 e

nt
ity

 d
is

cl
os

in
g 

C
ov

er
ed

 In
fo

rm
at

io
n 

to
 a

 C
om

m
is

si
on

-a
ut

ho
riz

ed
 o

r 
cu

st
om

er
-

au
th

or
iz

ed
 T

hi
rd

 P
ar

ty
 r

ec
ei

ve
s 

a 
cu

st
om

er
 c

om
pl

ai
nt

 a
bo

ut
 t

he
 T

hi
rd

 P
ar

ty
’s

 m
is

us
e 

of
 d

at
a 

or
 

ot
he

r 
vi

ol
at

io
n 

of
 t

he
 p

riv
ac

y 
ru

le
s,

 t
he

 d
is

cl
os

in
g 

en
tit

y 
sh

al
l, 

up
on

 c
us

to
m

er
 r

eq
ue

st
 o

r 
at

 t
he

 
C

om
m

is
si

on
’s

 d
ire

ct
io

n,
 p

ro
m

pt
ly

 c
ea

se
 d

is
cl

os
in

g 
th

at
 c

us
to

m
er

’s
 in

fo
rm

at
io

n 
to

 s
uc

h 
Th

ird
 

P
ar

ty
. T

he
 d

is
cl

os
in

g 
en

tit
y 

sh
al

l n
ot

ify
 t

he
 C

om
m

is
si

on
 o

f 
an

y 
su

ch
 c

om
pl

ai
nt

s 
or

 s
us

pe
ct

ed
 

vi
ol

at
io

ns
. 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

1.
 

U
nd

er
st

an
d 

S
oC

al
G

as
’ p

riv
ac

y 
po

lic
ie

s 
to

 d
et

er
m

in
e 

w
he

th
er

 
th

ey
: 

—
de

sc
rib

e 
th

e 
pr

ac
tic

es
 

re
la

te
d 

to
 s

ha
rin

g 
P

er
so

na
l 

In
fo

rm
at

io
n 

(if
 a

pp
lic

ab
le

) 
w

ith
 T

hi
rd

 P
ar

tie
s 

an
d 

th
e 

re
as

on
s 

fo
r 

in
fo

rm
at

io
n 

sh
ar

in
g,

 

—
id

en
tif

y 
Th

ird
 P

ar
tie

s 
or

 
cl

as
se

s 
of

 T
hi

rd
 P

ar
tie

s 
to

 
w

ho
m

 P
er

so
na

l 
In

fo
rm

at
io

n 
is

 d
is

cl
os

ed
. 

1.
a.

 R
ev

ie
w

ed
 S

oC
al

G
as

' P
riv

ac
y 

N
ot

ic
e 

an
d 

no
te

d 
th

at
 S

oC
al

G
as

 li
m

its
 t

he
 

sp
ec

ifi
c 

re
as

on
s 

fo
r 

sh
ar

in
g 

C
ov

er
ed

 In
fo

rm
at

io
n 

w
ith

 a
 T

hi
rd

 P
ar

ty
 t

o 
th

e 
fo

llo
w

in
g:

 

—
D

is
cl

os
ur

e 
to

 T
hi

rd
 P

ar
tie

s 
su

ch
 a

s 
te

ch
no

lo
gy

 p
ro

vi
de

rs
, c

on
su

lti
ng

 
or

ga
ni

za
tio

ns
, e

ng
in

ee
rin

g 
fir

m
s 

an
d 

en
er

gy
-e

ff
ic

ie
nc

y 
pr

ov
id

er
s 

fo
r 

pr
im

ar
y 

pu
rp

os
es

 t
ha

t 
ar

e 
ne

ce
ss

ar
y 

to
 p

er
fo

rm
 e

ss
en

tia
l s

er
vi

ce
s;

 

—
D

is
cl

os
ur

e 
to

 g
ov

er
nm

en
t 

ag
en

ci
es

 a
s 

di
re

ct
ed

 b
y 

C
P

U
C

; 

—
D

is
cl

os
ur

e 
up

on
 e

xp
lic

it 
cu

st
om

er
 w

rit
te

n 
co

ns
en

t 
to

 r
el

ea
se

 
in

fo
rm

at
io

n 
to

 a
 T

hi
rd

 P
ar

ty
; 

—
D

is
cl

os
ur

e 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
es

 s
uc

h 
as

 w
ar

ra
nt

 o
r 

su
bp

oe
na

; 

—
D

is
cl

os
ur

e 
to

 e
m

er
ge

nc
y 

re
sp

on
de

rs
 in

 t
he

 c
as

e 
of

 im
m

in
en

t 
th

re
at

 
to

 li
fe

 o
r 

pr
op

er
ty

; 

—
O

th
er

 d
is

cl
os

ur
es

 a
s 

or
de

re
d 

or
 a

llo
w

ed
 b

y 
th

e 
C

P
U

C
. 

1.
b.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ C
us

to
m

er
 P

riv
ac

y 
P

ro
gr

am
 S

ta
nd

ar
d 

O
pe

ra
tin

g 
P

ro
ce

du
re

s 
an

d 
no

te
d 

th
at

 d
at

a 
sh

al
l o

nl
y 

be
 r

el
ea

se
d 

to
 v

en
do

rs
 u

nd
er

 
co

nt
ra

ct
 w

ith
 S

oC
al

G
as

, i
n 

pu
rs

ua
nt

 t
o 

le
ga

l p
ro

ce
ss

, t
o 

em
er

ge
nc

y 
re

sp
on

de
rs

 in
 t

he
 c

as
e 

of
 im

m
in

en
t 

th
re

at
 t

o 
lif

e 
or

 p
ro

pe
rt

y,
 o

r 
as
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A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

or
de

re
d 

by
 t

he
 C

P
U

C
. O

th
er

 T
hi

rd
 P

ar
ty

 r
eq

ue
st

s 
re

qu
ire

 w
rit

te
n 

co
ns

en
t 

fr
om

 c
us

to
m

er
s 

th
ro

ug
h 

C
IS

R
 f

or
m

s.
 

1.
c.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ C
us

to
m

er
 P

riv
ac

y 
G

ui
de

lin
es

 a
nd

 n
ot

ed
 t
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ith
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 1
20

 d
ay

s 
of

 t
he

 e
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f 

th
e 

ca
le

nd
ar

 y
ea

r 
an

d 
no

tif
ie

s 
th

e 
C

om
m

is
si

on
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f 
al

l s
ec

ur
ity
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re
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he

s 
w

ith
in

 t
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 c
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en
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r 
ye

ar
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ff
ec

tin
g 

C
ov

er
ed

 In
fo

rm
at

io
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w

he
th

er
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y 
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e 
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ve
re
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rp
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at
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n 
or

 b
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 P

ar
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1.
 

D
et

er
m

in
e 

w
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th
er
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oC
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G
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tr
ac

ks
 t
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 r

ep
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tin
g 
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ire
m

en
t 
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d 
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si
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m
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e 
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 a

pp
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m

en
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1.
a.

 R
ev

ie
w

ed
 d

oc
um

en
ta

tio
n 

re
la

te
d 

to
 P

ro
ce

ss
 A

dd
re

ss
in

g 
P

riv
ac

y 
R

ep
or

tin
g 

R
eq

ui
re

m
en

ts
 a

nd
 A

ss
ig
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en

t 
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 C
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pl
ia
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e 
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 A

pp
ro

pr
ia

te
 

D
ep

ar
tm

en
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 a

nd
 n

ot
ed

 t
ha

t 
C

us
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m
er

 P
riv

ac
y 

P
ro

gr
am

 in
iti

at
es
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tio
ns

 r
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at
ed

 t
o 

cu
st

om
er

 p
riv

ac
y.

 T
he

 C
us

to
m

er
 P

riv
ac

y 
P

ro
gr

am
 

M
an

ag
er

 c
on

ta
ct

s 
va

rio
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 d
ep

ar
tm

en
ts

 a
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 in
di

vi
du

al
s 
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 o

bt
ai

n 
th

e 
tr

ac
ki

ng
 o

f 
re

le
va

nt
 in

fo
rm

at
io

n 
in

 o
rd

er
 t

o 
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pu
la

te
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nn
ua

l P
riv

ac
y 

R
ep

or
t.

 T
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 in
fo

rm
at

io
n 
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 t
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n 

re
vi

ew
ed

 b
y 

S
oC

al
G
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 L

aw
 

D
ep

ar
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en
t 
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ei
ng

 f
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d 
w
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 t

he
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P
U

C
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1.
b.

 R
ev

ie
w

ed
 S

oC
al

G
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’ C
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to
m

er
 P

riv
ac

y 
C

om
pl

ia
nc

e 
P
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n 

an
d 

no
te

d 
th

at
 

th
e 

pl
an
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cl

ud
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 m
on
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rin

g 
co

m
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ia
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e 
w

ith
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ar
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 s

ec
tio
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f 
th

e 
C

P
U

C
 P

riv
ac

y 
D

ec
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io
n,
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ud
in

g 
co
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ct
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n,

 u
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, s
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ra
ge

, a
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sc
lo
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 p
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t 
al

so
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cl
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 k
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s 
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d 
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 b
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hi

rd
 P

ar
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g 
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at
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en
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nd
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 c
on

tr
ac
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 in

st
an
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s 
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 n

on
-c

om
pl

ia
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“B
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h 

D
et
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n 
P
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ss
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s 
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 a

ct
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n 
ite

m
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 t
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s 
do

cu
m

en
t,

 w
hi

ch
 s
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te

s 
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 e

m
pl

oy
ee

s 
of

 S
ec

ur
ity
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ra
tio
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 C

en
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r 
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 t
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 a

 r
ep

or
t 
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 C

us
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m
er

 P
riv
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y 

P
ro

gr
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 t
o 
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re
vi

ew
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 f
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oC

al
G
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nn
ua

l P
riv

ac
y 

R
ep

or
t.

 

1.
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 M
et

 w
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 M
an
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, C
us

to
m

er
 P

riv
ac

y 
P

ro
gr

am
, a

nd
 S

en
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r 
A

tt
or

ne
y,

 
La

w
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ep
ar
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nd
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t 
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 p
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oC
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G
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C
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m
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 P
riv
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y 
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pl
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e 
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 b
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in
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e 
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l m
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in
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 b
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 C
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m
er

 P
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y 

P
ro

gr
am

 t
ea
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g 
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at
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G
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P
U

C
 

m
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l P
riv

ac
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R
ep

or
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 C
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s 
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D
ep

ar
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en
t 

ar
e 
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ed

 r
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 C
P

U
C

 c
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pl
ia
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e 
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, t
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irm

 c
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pl
et

io
n,

 a
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 t
o 

no
tif

y 
th
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C
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to

m
er

 P
riv

ac
y 

P
ro
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am

 t
ea

m
 o

f 
an

y 
ex

ce
pt
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ns
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1.
d.

 R
ev

ie
w

ed
 S

oC
al

G
as

’ I
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id
en

t 
R

es
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e 

Lo
g 

fo
r 

20
16

 a
nd

 n
ot

ed
 t

ha
t 

is
 

m
ai

nt
ai

ne
d 

in
 t

he
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G
R

C
 t

oo
l. 

A
tt

rib
ut

es
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cl
ud

e 
ge

ne
ra

l i
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or
m

at
io

n 
su
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s 
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e 
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te
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f 
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de

nt
, d
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ip
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 a
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an
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s 
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ca
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 c
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g 
do
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m

en
ta

tio
n,

 w
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th
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 o
r 

no
t 

C
E

U
D
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 in

vo
lv

ed
, a

nd
 

w
he

th
er

 it
 is
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 r

ep
or

ta
bl

e 
in

ci
de

nt
. S

ee
 C

P
U

C
 R

ul
e 

8b
.4

 f
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 a
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iti
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te
st
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ul
ts
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ar
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ng
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s 
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m
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t.
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D
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in
e 

w
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th
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 S
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al
G
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ed
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A
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ua
l P

riv
ac

y 
R

ep
or

t 
to

 t
he

 C
P

U
C

 a
s 

re
qu

ire
d 

by
 

th
e 

P
riv

ac
y 

D
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is
io

n.
 

2.
a.

 R
ev

ie
w

ed
 S

oC
al

G
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’ 2
01

6 
A

nn
ua

l P
riv

ac
y 

R
ep

or
t 

an
d 

no
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d 
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ep
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w
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U

C
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D
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A
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Th
e 

re
po
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en
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d 
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o 
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 p
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y 
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es
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ov
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n 

w
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ev
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 d
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te
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te
d 
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 d
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le
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sc
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e 
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w
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e 
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at
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S
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ur
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w
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G
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 C
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m
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 P
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P
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 a
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G
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w
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C
P
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C
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u
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o

u
n

ta
b

ili
ty

 a
n

d
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u
d

it
in

g
 

O
ve

ra
ll 

co
n

cl
u

si
o

n
 

T
w

o
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xc
ep

ti
o

n
s 

n
o

te
d

:  

—
W

hi
le

 c
om

pa
ny

-w
id

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
tr

ai
ni

ng
 is

 a
va

ila
bl

e,
 it

 h
as

 n
ot

 b
ee

n 
co

ns
is

te
nt

ly
 d

ep
lo

ye
d 

to
 

al
l e

m
pl

oy
ee

s.
 S

oC
al

G
as

 s
ch

ed
ul

ed
 t

hi
s 

tr
ai

ni
ng

 t
o 

be
 r
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le

d 
ou

t 
ov

er
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 t
hr

ee
 y

ea
r 

cy
cl

e;
 t

he
 f

irs
t 

an
d 

se
co

nd
 d

ep
lo

ym
en

ts
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cc
ur

re
d 

in
 2

01
4 

an
d 

20
15

, r
es

pe
ct

iv
el

y.
 T

he
 t

hi
rd

 d
ep

lo
ym

en
t 

w
as

 s
ch

ed
ul

ed
 

fo
r 

20
16

 a
nd

 h
as

 n
ot

 y
et

 b
ee

n 
de

liv
er

ed
 d

ue
 t

o 
a 

re
or

ga
ni

za
tio

n 
w

ith
in

 t
he

 C
om

pa
ny

. 

—
W

hi
le

 c
on

tr
ac

to
rs

 o
n 

S
oC

al
G

as
’ p

ay
ro

ll 
ar

e 
as

si
gn

ed
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ra
in

in
gs
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s 

re
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la
r 

em
pl

oy
ee

s 
an

d 
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nt
ra

ct
s 

in
cl

ud
e 

ob
lig

at
io

ns
 t

o 
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ot
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t 
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st
om

er
 p

riv
ac

y,
 t

he
re

 a
re

 n
o 

fo
rm
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 t

ra
in

in
gs

 a
ss

ig
ne

d 
to

 t
em

po
ra

ry
 

co
nt
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or
s.
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R
u

le
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ip
ti

o
n

 

A
va

ila
b

ili
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: 

C
ov

er
ed

 e
nt

iti
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 s
ha

ll 
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 a
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ou
nt

ab
le

 f
or

 c
om

pl
yi

ng
 w

ith
 t

he
 r

eq
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re
m

en
ts

 h
er

ei
n,

 a
nd

 m
us

t 
m

ak
e 
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ai

la
bl

e 
to

 t
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 C
om

m
is

si
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po

n 
re

qu
es

t 
or

 a
ud

it:
 

(1
) 

th
e 

pr
iv

ac
y 

no
tic

es
 t

ha
t 

th
ey

 p
ro

vi
de

 t
o 

cu
st

om
er

s,
 

(2
) 

th
ei

r 
in

te
rn

al
 p

riv
ac

y 
an

d 
da

ta
 s

ec
ur

ity
 p

ol
ic

ie
s,

 

(3
) 

th
e 

ca
te

go
rie

s 
of

 a
ge

nt
s,

 c
on

tr
ac

to
rs

 a
nd

 o
th

er
 T

hi
rd

 P
ar

tie
s 

to
 w

hi
ch

 t
he

y 
di

sc
lo

se
 C

ov
er

ed
 

In
fo

rm
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io
n 

fo
r 

a 
pr

im
ar

y 
pu

rp
os

e,
 t

he
 id

en
tit

ie
s 

of
 a

ge
nt

s,
 c

on
tr

ac
to

rs
 a

nd
 o

th
er

 T
hi

rd
 P

ar
tie

s 
to

 
w

hi
ch

 t
he

y 
di

sc
lo

se
 C

ov
er

ed
 In

fo
rm

at
io

n 
fo

r 
a 

se
co

nd
ar

y 
pu

rp
os

e,
 t

he
 p

ur
po

se
s 

fo
r 

w
hi

ch
 a

ll 
su

ch
 

in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

, i
nd

ic
at

in
g 

fo
r 

ea
ch

 c
at

eg
or

y 
of

 d
is

cl
os

ur
e 

w
he

th
er

 it
 is

 f
or

 a
 p

rim
ar

y 
pu

rp
os

e 
or

 a
 s

ec
on

da
ry

 p
ur

po
se
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A

 c
ov

er
ed

 e
nt
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 s

ha
ll 
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in
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nd
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e 
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bl

e 
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 C
om

m
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po

n 
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t 
in

fo
rm

at
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n 
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er
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 w
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 h
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 r
ec

ei
ve

d 
C

ov
er

ed
 In

fo
rm

at
io

n 
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om
 t

he
 c

ov
er

ed
 e

nt
ity

.),
 a

nd
 

(4
) 

co
pi

es
 o

f 
an

y 
se

co
nd

ar
y-

us
e 

au
th

or
iz

at
io

n 
fo

rm
s 

by
 w

hi
ch

 t
he

 c
ov

er
ed

 p
ar

ty
 s

ec
ur

es
 c

us
to

m
er

 
au

th
or

iz
at

io
n 

fo
r 

se
co

nd
ar

y 
us

es
 o

f 
co

ve
re

d 
da

ta
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A
ss
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en
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p
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ce
d

u
re
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en

t 
re

su
lt
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1.
D

et
er

m
in

e 
w

he
th

er
 S

oC
al

G
as

 
ha

s 
a 

pr
oc

es
s 

in
 p

la
ce

 t
o 

pr
ov

id
e 

th
e 

C
om

m
is

si
on

 w
ith

 
th

e 
A

nn
ua

l P
riv

ac
y 

R
ep

or
t 

or
 

an
y 

ot
he

r 
re

qu
es

te
d 

do
cu

m
en

ta
tio

n 

1.
a.

S
oC

al
G

as
 m

ad
e 

av
ai

la
bl

e 
fo

r 
th

is
 a

ss
es

sm
en

t 
th

e 
fo

llo
w

in
g 

do
cu

m
en

ts
, 

in
 li

ne
 w

ith
 t

he
se

 C
P

U
C

 r
eq

ui
re

m
en

ts
: 

—
P

riv
ac

y 
N

ot
ic

e 
pr

ov
id

ed
 t

o 
cu

st
om

er
s 

an
d 

m
ad

e 
av

ai
la

bl
e 

to
 t

he
 

pu
bl

ic
 t

hr
ou

gh
 S

oC
al

G
as

 w
eb

si
te

; 

—
In

te
rn

al
 p

riv
ac

y 
an

d 
da

ta
 s

ec
ur

ity
 p

ol
ic

ie
s;

 

 



C
P

U
C

 C
ov

er
ed

 In
fo

rm
at

io
n 

P
riv

ac
y 

an
d 

S
ec

ur
ity

 A
ss

es
sm

en
t 

R
ep

or
t 

– 
95

 –
 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

—
Li

st
in

g 
of

 a
ge

nt
s,

 c
on

tr
ac

to
rs

 a
nd

 T
hi

rd
 P

ar
tie

s 
w

ith
 a

cc
es

s 
to

 
C

ov
er

ed
 In

fo
rm

at
io

n 
fo

r 
a 

pr
im

ar
y 

pu
rp

os
e;

 
—

Li
st

in
g 

of
 a

ge
nt

s,
 c

on
tr

ac
to

rs
 a

nd
 T

hi
rd

 P
ar

tie
s 

w
ith

 a
cc

es
s 

to
 

C
ov

er
ed

 In
fo

rm
at

io
n 

fo
r 

a 
se

co
nd

ar
y 

pu
rp

os
e;

 
—

S
am

pl
e 

co
pi

es
 o

f 
se

co
nd

ar
y-

us
e 

au
th

or
iz

at
io

n 
fo

rm
 (C

IS
R

 f
or

m
) b

y 
w

hi
ch

 S
oC

al
G

as
 s

ec
ur

es
 c

us
to

m
er

 a
ut

ho
riz

at
io

n 
fo

r 
se

co
nd

ar
y 

us
es

 o
f 

C
ov

er
ed

 In
fo

rm
at

io
n;

 

—
Tr

ai
ni

ng
 m

at
er

ia
ls

 p
ro

vi
de

d 
to
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R
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ra
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 m
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 C
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P
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at
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 c
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 d
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bl
ic

 in
fo

rm
at

io
n 

if 
it 

is
 n

ec
es

sa
ry

 f
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 b
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E
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 h
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a 
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si
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p
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 p
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 p
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 d
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l b
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y,
 o

r 
ot
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m

 o
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y 
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at
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 o
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5.
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at
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 c
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at
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 d
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ra
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 r
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e 
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p 
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n 
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Th
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 P
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e 
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 d
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, C
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’ d
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 p
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 C
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 b
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te
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 t
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 c
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R
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 d
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5.
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R
ev
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w

ed
 s
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pl
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N
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ur
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A

gr
ee

m
en

ts
 a
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 n

ot
ed
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m
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 b
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e 
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e 

sc
op

e 
of
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 d
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 b
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h 
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 p
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ee
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da
te
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s.
 

5.
e.

In
sp

ec
te

d 
a 

sa
m

pl
e 

of
 t

hr
ee

 e
xe

cu
te

d 
ve

nd
or

 c
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’ c
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 c
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’ p
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d 
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ra
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in
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o 
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ot
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t 
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er

 p
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m
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 tr
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s 
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m
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 c
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 T
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 c
on

tr
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or
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ay

 b
e 
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ire
d 

to
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m

pl
et

e 
tr

ai
ni

ng
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eg
ar

di
ng
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he

 f
or

eg
oi

ng
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t 
C
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pa
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re
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n"

 
an

d 
no

te
d 
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at
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he
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in

cl
ud
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e 
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w

in
g 

pr
ov
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ns
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—
D

is
cl

os
ur

e 
of

 n
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ub
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fo
rm

at
io

n:
 c

on
tr

ac
ts

 a
re

 n
ot
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o 

di
sc

lo
se

 
an
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nf
id

en
tia

l i
nf

or
m

at
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n 
or

 o
th

er
w

is
e 

m
ak

e 
it 
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ai

la
bl

e 
to

 a
ny

 
ot

he
r 

pe
rs

on
, i

nc
lu

di
ng

 a
ny

 a
ff
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at

e 
of

 S
oC

al
G

as
 t

ha
t 

pr
ov

id
es

 
en

er
gy

 o
r 

en
er

gy
-r

el
at

ed
 p

ro
du

ct
s 

or
 s

er
vi

ce
s,

 w
ith

ou
t 

th
e 

pr
io

r 
w

rit
te

n 
ap

pr
ov

al
 o

f 
S

oC
al

G
as

, o
r 

as
 r

eq
ui

re
d 

by
 la

w
, s

ub
po

en
a 

or
 

go
ve

rn
m

en
t 

ag
en

ci
es
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—
U

se
 o

f 
S

oC
al

G
as

 in
fo

rm
at

io
n:

 c
on

tr
ac

to
rs

 a
gr

ee
 t

ha
t 

it 
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al
l o

nl
y 

us
e 

an
d 
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qu

ire
 it

s 
em

pl
oy

ee
s 
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 u

se
 c

on
fid

en
tia

l i
nf

or
m

at
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n 
fo

r 
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e 
pu
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 o

f 
pe
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or

m
in

g 
ag
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ed
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n 
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es
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er
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nt
ra

ct
; 

—
P

ro
te

ct
in

g 
co

nf
id

en
tia

l i
nf

or
m

at
io

n:
 c

on
tr

ac
to

rs
 w

ill
 k

ee
p 
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nf

id
en

tia
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ot
 d

is
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u
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 d
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u
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an
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ua

l b
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h 
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s 
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n 
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l d
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s 
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rt

 o
f 

an
 a

nn
ua

l r
ep
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t 
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d 
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e 

8.
b,
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 f
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lo
w

in
g 
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rm
at

io
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th
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nu
m
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ut
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ed

 T
hi

rd
 P

ar
tie

s 
ac

ce
ss

in
g 

C
ov

er
ed

 In
fo

rm
at

io
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(2
) 

th
e 

nu
m

be
r 

of
 n

on
-c

om
pl

ia
nc

es
 w

ith
 t

hi
s 

ru
le

 o
r 

w
ith

 c
on

tr
ac

tu
al

 p
ro

vi
si

on
s 

re
qu

ire
d 

by
 t

hi
s 

ru
le

 
ex

pe
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ed
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y 

th
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U
til

ity
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nd
 t

he
 n
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r 
of

 c
us

to
m

er
s 

af
fe

ct
ed

 b
y 

ea
ch

 n
on

-c
om

pl
ia
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e 

an
d 

a 
de

ta
ile

d 
de
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rip

tio
n 

of
 e
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no
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co
m
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e.
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A
ss
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sm

en
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p
ro

ce
d

u
re

s 
A
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en

t 
re

su
lt

s 
E

xc
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ti
o

n
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1.
D

et
er

m
in

e 
w

he
th

er
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oC
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G
as

 
tr
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 t
he

 r
ep

or
tin

g 
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m
en
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an
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s 
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m
pl

ia
nc

e 
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pp

ro
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ia
te

 
de
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en
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1.
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R
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 d
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en
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te
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 P
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f 
A
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ss
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P
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R
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or

tin
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R
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en
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 A
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ig
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en
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 C
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pp
ro
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te
 

D
ep
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en
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 a
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 n

ot
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ha
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S

oC
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G
as

 C
us
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m

er
 P
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P

ro
gr
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on
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m
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g 

S
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G
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ua

l P
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y 

R
ep
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t 
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rm
at

io
n.

 
S

oC
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G
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 C
us
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m

er
 P

riv
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y 
P

ro
gr

am
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an
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er
 c
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s 
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m

en
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s 
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at
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e 
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 t
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l P
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R
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 b
e 
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P

U
C

. A
ft
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 C

us
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m
er

 
P

riv
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y 
P

ro
gr

am
 M
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ag

er
 g
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at
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s 
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e 
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 s
en

t 
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 S
oC
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G
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 L
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 D

ep
ar
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en

t 
fo
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ev
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w
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nd
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, b
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or
e 
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in
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de
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er

ed
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C

P
U

C
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1.
b.

R
ev

ie
w

ed
 S

oC
al

G
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’ C
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to
m

er
 P

riv
ac
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C

om
pl

ia
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e 
P
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 m
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d 
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 t
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 c
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s 
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 C
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d 
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d 
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 c
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va
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f 
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e 

C
P

U
C

 P
riv
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y 

D
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 in
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in
g 
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n,
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e,

 s
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ra
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 d
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e 
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. I
t 

al
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 in
cl

ud
es

 k
ey

 m
et

ric
s 

su
ch
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 t
he

 n
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be
r 

of
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re
ac

he
s,
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be
r 

of
 T

hi
rd

 P
ar

tie
s 

ac
ce

ss
in

g 
C

ov
er

ed
 

In
fo

rm
at

io
n,
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do
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 c
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tr
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t 

an
d 
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st

an
ce
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of

 n
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pl
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e 
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ot
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rs

. 

1.
c.

M
et

 w
ith

 m
em

be
rs

 o
f 

S
oC

al
G

as
 C

us
to

m
er

 P
riv

ac
y 

P
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Document structure 

This report consists of the following sections: 

Executive summary contains an overview of the project including background, scope, and KPMG’s overall 
results and noted exceptions and recommendations where necessary for each Rule comprising the 
California Public Utility Commission Privacy Decisions. 

Project approach and methodology contains an overview of key project phases and activities performed 
by KPMG throughout the course of the assessment. 

San Diego Gas & Electric’s management response to CPUC Covered Information Privacy and 
Security Assessment Report contains SDG&E’s Management response to the CPUC Covered Information 
Privacy and Security Assessment Report dated June 30, 2017. 

Rule assessment results, exceptions and recommendations provides a summary of the nine (9) Rules 
of the CPUC Privacy Decisions including KPMG’s interviews and document reviews (e.g., test work), 
overall results, detailed exceptions, and improvement recommendations associated with each Exception. 

Detailed compliance testing and conclusions provide the full details of KPMG’s assessment criteria 
procedures and results for each Rule. 

Appendix 1 – Abbreviations used throughout this report provides a list of abbreviations used 
throughout the report. 

Appendix 2 – Stakeholders interviewed provides an overview of SDG&E personnel interviewed as part of 
KPMG’s assessment. 
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Executive summary 

San Diego Gas & Electric (hereinafter SDG&E or Company) provides energy service to 3.4 million people 
through 1.4 million electric meters and 860,000 natural gas meters in San Diego and southern Orange 
County. Through its operations, SDG&E collects, processes, stores, and discloses Customer Energy Usage 
Data (CEUD) and other customer Personally Identifiable Information (PII). The PII may contain name, 
address, social security numbers (SSN), service account numbers, and financial account information. 

Background 
On July 29, 2011, the California Public Utilities Commission (CPUC) issued Decision D.11-07-056 “Rules 
Regarding Privacy and Security Protections for Energy Usage Data” and Decision D.14-12-004 “Decision 
Extending Privacy Protections to Customers of Gas Corporations and Community Choice Aggregators and 
to Residential and Small Commercial Customers of Electric Service Providers (hereinafter the “Privacy 
Decisions”). The Privacy Decisions require SDG&E to undergo an independent assessment of its Covered 
Information privacy and security practices. 

Covered Information is defined in the Privacy Decisions as Customer Energy Usage Data (CEUD)1 obtained 
via Advanced Metering Infrastructure (AMI) and Real Time Energy Management systems when combined 
with other information that could reasonably be used to identify a residential customer, family, household, 
residence, or nonresidential customer. Covered Information does not include information provided to the 
California Public Utilities Commission pursuant to its oversight responsibilities. 

SDG&E engaged KPMG to conduct an objective assessment of its Covered Information privacy and security 
processes, controls, and practices in conjunction with general rate case proceedings.2 This report 
represents the results of KPMG’s assessment. 

Scope 
The scope of KPMG assessment was limited to systems and organizational units (OUs) processing Covered 
Information associated with information that could reasonably be used to identify a residential customer, 
family, household, residence, or nonresidential customer; KPMG did not review separate safeguards for 
SDG&E employee, contractor, and other Personally Identifiable Information (PII) other than Covered 
Information. 

 

To perform the review, KPMG used an Assessment Framework comprised of multiple criteria based on 
various industry-leading standards. We mapped the Assessment Framework criteria to the nine (9) Rules in 

1 Customer Energy Usage Data is any interval (60-minutes or less) consumption information for a customer service account obtained 
through its AMI and Real Time Energy Management systems. 
2 Objective privacy and security practices assessment is not intended to be an audit, examination, attestation, special report or agreed-
upon procedures engagement as those services are defined in American Institute of Certified Public Accountants (AICPA) literature 
applicable to such engagements. Accordingly, these services will not result in the issuance of a written communication to third parties 
by KPMG directly reporting on financial data or internal control or expressing a conclusion, an opinion, or any other form of assurance. 
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the Privacy Decisions and used the framework to perform our assessment of SDG&E’s privacy and security 
practices and procedures. 

— The Covered Information Privacy and Security Practices Assessment was based on KPMG’s review 
and understanding of the controls and processes in place from January 1, 2016 through 
December 31, 2016.3 

— The exceptions and recommendations were based on our review of policy/procedure documents, 
stakeholder interviews, inspection of sample communications to customers and Third Parties, 
Covered Information access reports, system security profiles, and site walkthroughs. 

— KPMG conducted interviews with personnel from Audit Services, Branch Office, Computing 
Infrastructure, Customer Contact Center, Customer Services (includes Office of Customer Privacy, 
Customer Billing Operations, Credit Operations), Direct Access, Human Resources, Information 
Security (IS) & Information Management, Law, Regulatory Affairs, SDG&E Application Services, 
Smart Meter Operations and Supplier Management. 

— KPMG assessed the design and implementation of privacy and security controls followed by an 
assessment of the operating effectiveness of key implemented controls. 

The nine (9) Rules noted in the Privacy Decisions are listed below. 

Rule 1 Definitions 

Rule 2 Transparency (Notice) 

Rule 3 Purpose Specification 

Rule 4 Individual Participation (Access and Choice) 

Rule 5 Data Minimization 

Rule 6 Use and Disclosure Limitation 

Rule 7 Data Quality and Integrity 

Rule 8 Data Security 

Rule 9 Accountability and Auditing 

 

3 KPMG used the following key drivers to determine the assessment period: (1) The CPUC Privacy Decisions do not define the 
assessment period and (2) Professional guidance provides flexibility in the period covered as long as the assessment period allows for 
sufficient time to assess Operating Effectiveness. 
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Summary of results and exceptions 
Based on this assessment, KPMG noted that SDG&E has designed and implemented Data Privacy and 
Security policies and supporting procedures to address the Privacy Decisions’ requirements, as measured 
against KPMG’s Assessment Framework developed to test controls around Covered Information identified 
in the rules. 

For five (5) of the nine (9) rules in the Privacy Decisions, KPMG did not identify any exceptions; however, 
KPMG did identify exceptions with the remaining four (4) rules. Overall, KPMG has noted 6 exceptions 
(exceptions are areas where SDG&E’s program is not yet fully prepared to meet compliance with the 
Privacy Decisions as measured against KPMG’s Assessment Framework). The exceptions are shown 
below along with the recommendations associated with each exception. There were 2 Medium-Risk 
Exceptions and 4 Low-Risk Exceptions. KPMG noted No High-Risk Exceptions. The risk rating 
methodology is based on the following definitions: 

Risk level Description 

High 
Issue poses a significant risk of data breach of Covered Information and/or a significant 
deviation from the CPUC Privacy Decisions. 

Medium 

Inconsistent implementation of policies and procedures that may impact the ability of 
SDG&E to protect Covered Information and/or achieve adequate alignment with the CPUC 
Privacy Decisions. 

Low 
Undefined or undocumented policies and procedures supporting the protection of Covered 
Information and alignment with the CPUC Privacy Decisions. 

 

For more details associated with each Rule, see the Rule assessment results, exceptions, and 
recommendations and detailed compliance and testing conclusions sections below. 

CPUC Rule 
number 

Risk 
level Exceptions noted KPMG recommendations 

CPUC Rule 1 
Definitions 

- - N/A 

CPUC Rule 2 
Transparency 
(Notice) 

Low 

SDG&E s Privacy Notice states that 
an online version of SDG&E s Privacy 

Notice along with any previous 
versions of this notice are located at 
sdge.com . However, customers 
cannot access older versions of this 
Privacy Notice as a link to these 
versions does not exist. 

SDG&E should provide a directory of 
prior versions of the Privacy Notice on 
its website, consistently with the 
language in its Privacy Notice.  

CPUC Rule 3 
Purpose 
Specification 

- - N/A 

CPUC Rule 4 
Individual 
Participation 

- - N/A 
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CPUC Rule 
number 

Risk 
level Exceptions noted KPMG recommendations 

(Access and 
Choice) 

CPUC Rule 5 
Data 
Minimization 

- - N/A 

CPUC Rule 6 
Use and 
Disclosure 
Limitation 

Medium 

SDG&E s Privacy Notice and the 
Privacy Decisions require Third Parties 
to safeguard Covered Information 
under policies, practices, and 
notification requirements no less 
protective than those under which 
SDG&E operates. 

Sampled vendor contract requires 
Third Party to use at least the same 
degree of care Contractor uses with 
respect to its own proprietary or 
confidential information . 

This contract provision represents an 
inconsistency that may lead to 
reduced level of protection.  

SDG&E should reevaluate its process 
for ensuring appropriate contract 
language is in place when CEUD is 
going to be shared with a Third Party. 

CPUC Rule 7 
Data Quality 
and Integrity 

- - N/A 

CPUC Rule 8 
Data Security 

Medium 

Computers used by customers as 
kiosks for purposes of accessing My 
Account at Branch Offices do not 
utilize privacy screens or an automatic 
logoff feature. Covered Information 
including account numbers, 
passwords, and My Account are 
susceptible to shoulder-surfing and 
session hijacking if a user fails to 
manually terminate the session. 

SDG&E should install privacy screens 
and/or an automatic logoff feature in 
computers used by customers as 
kiosks for purposes of accessing My 
Account at Branch Offices. 

CPUC Rule 9 
Accountability 
and Auditing 

Low 

SDG&E provides company-wide 
trainings that reference procedures to 
safeguard customer information, 
including energy usage information. 
However, these trainings do not 
outline specific guidance to safeguard 
Covered Information. 

SDG&E should provide specific 
guidance to safeguard Covered 
Information to all employees as part of 
a company-wide training. 

Low 
Covered Information is included in 
privacy training targeted for groups 
with access to Covered Information, 

SDG&E should require new 
employees to complete training 
related to safeguarding Covered 
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CPUC Rule 
number 

Risk 
level Exceptions noted KPMG recommendations 

however it is not consistently rolled 
out to new employees hired after the 
training was initially launched. 

Information at their date of hire. 

Low 

Management did not provide Covered 
Information training to certain 
contractors with access to Covered 
Information. Contractor s obligation to 
protect customer privacy is managed 
through contracting provisions. 

SDG&E should implement a 
standardized training requirement 
addressing the safeguarding of 
Covered Information for contractors 
that have access to Covered 
Information. 
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Project approach and methodology 

 

KPMG approached the Assessment in four (4) phases: Initiate, Assess, Validate, and Report. 

— Initiate – KPMG developed an Assessment Framework to review SDG&E’s privacy and security 
practices based on the nine (9) Rules comprising the Privacy Decisions. KPMG identified controls 
for each Rule’s requirements and performed procedures to assess the Design and Implementation 
and Operating Effectiveness of program policies and procedures, and to identify any noted 
exceptions to those controls. Given the similarity of the Generally Accepted Privacy Principles 
(GAPP) framework promulgated by the American Institute of Certified Public Accountants (AICPA) 
and CPA Canada, KPMG leveraged GAPP as a baseline to develop our assessment procedures. 
KPMG worked with SDG&E Office of Customer Privacy (Project Team) to identify relevant 
stakeholders, reviewed the organizational structure to identify business groups where Covered 
Information may reside, and reviewed the current IT landscape to identify systems and 
applications that collect, store, or process Covered Information, such as Smart Meter, Customer 
Information Systems applications and databases, Back-end systems, Middleware, 
Development/Test environments, and Customer Portals. 

— Assess – As part of its assessment KPMG performed a variety of interviews with stakeholders 
representing various lines of business. KPMG interviewed over 40 personnel, reviewed more than 
180 documents and 20 system assessments, and performed five (5) site walkthroughs of critical 
SDG&E facilities (including Customer Contact Center, Production Datacenter, Credit & Collections, 
Billing Operations and Branch Office) to observe the safeguards in place to protect Covered 
Information. 

— Validate – KPMG validated observed exceptions with the SDG&E Project Team, relevant business 
and IT stakeholders, and SDG&E leadership. 

— Report – KPMG developed a final report providing exceptions and recommendations, presented 
the report to SDG&E Leadership, and incorporated SDG&E’s Management Response to the noted 
exceptions. 

Initiate Assess Validate Report
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San Diego Gas & Electric’s management 

response to CPUC Covered Information 

Privacy and Security Assessment 

Report 

Please see SDG&E’s Management Response below. 
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Rule assessment results, exceptions 

and recommendations 

For each risk identified, KPMG reviewed the risk and assigned a risk rating of High, Medium, or Low to 
each Exception based on the potential impact the Exception could have as it relates to the protection of 
Covered Information. The risk rating methodology used the following definitions: 

 

Risk level Description 

High 
Issue poses a significant risk of data breach of Covered Information and/or a significant 
deviation from the CPUC Privacy Decisions. 

Medium 

Inconsistent implementation of policies and procedures that may impact the ability of 
SDG&E to protect Covered Information and/or achieve adequate alignment with the CPUC 
Privacy Decisions. 

Low 
Undefined or undocumented policies and procedures supporting the protection of Covered 
Information and alignment with the CPUC Privacy Decisions. 

 

For five (5) of the nine (9) rules in the Privacy Decisions, KPMG did not identify any exceptions; however, 
KPMG did identify exceptions for the remaining four (4) rules. Overall, KPMG has noted 6 exceptions, 
comprised of 2 Medium Risk Exceptions and 4 Low-Risk Exceptions. KPMG noted No High-Risk 
Exceptions. These exceptions identify areas where KPMG believes SDG&E’s program is not fully prepared 
to meet requirements under the Privacy Decisions as measured against KPMG’s Assessment Framework. 

The following tables provide a summary of the criteria that KPMG applied in the assessment of each of the 
nine (9) Rules of the Privacy Decisions, the overall assessment results of the set of criteria evaluated, and 
relevant exceptions (if any) along with level of risk, risk implication and recommendation. 
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Rule 2: Transparency (notice) 
KPMG assessment 
procedures 

KPMG assessed SDG&E s overall customer notice program focusing on: 

— Internal and customer-facing Privacy Policy and Privacy Notice that address 
SDG&E’s practices and procedures related to the collection, processing, 
storage, and disclosure of their Covered Information; 

— Review of methods and frequency for providing customers with notice and 
an examination of the actual notices; 

— Interviews with SDG&E personnel; 

— Performance of site walkthroughs of Customer Service facilities to observe 
Customer Service Representatives interacting with customers and 
discussing their Covered Information. 

Results summary SDG&E provides its external-facing Notice of Accessing, Collecting, Storing, Using 
and Disclosing Energy Usage Information on its website detailing the manner in 
which the Company collects, stores, shares, and protects Covered Information 
and the methods by which customers can access their data. The Privacy Notice 
includes information on how customers can contact SDG&E with complaints, 
inquiries, and disputes regarding their Covered Information and SDG&E s privacy 
policy. SDG&E provides its Privacy Notice to newly registered customers as part 
of a welcome package, and annually thereafter in a bill onsert. The Notice is 
available in readable forms in several languages to accommodate customer 
demographics. 

Exception SDG&E s Privacy Notice states that an online version of SDG&E s Privacy Notice 
along with any previous versions of this notice are located at sdge.com . 
However, customers cannot access older versions of this Privacy Notice as a link 
to these versions does not exist. 

Risk level Low 

Risk implication Customers may not be informed on updates to SDG&E s practices regarding the 
accessing, collection, storage, use and disclosure of Covered Information. 

Recommendation SDG&E should provide a directory of prior versions of the Privacy Notice on its 
website, consistently with the language in its Privacy Notice. 
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Rule 3: Purpose specification 
KPMG assessment 
procedures 

KPMG assessed SDG&E s overall customer notice program focusing on: 

— How SDG&E specifies the reasons for which it collects, discloses, retains, 
and provides access to Covered Information; 

— Review of SDG&E’s Privacy Notice as well as other policies and 
procedures; 

— Interviews with stakeholders to understand the determination and 
specification of information and Third Party categories; 

— Examination of whether the Privacy Notice included a description of how 
customers could access and control their Covered Information collected, 
processed, stored, and disclosed by SDG&E. 

Results summary SDG&E has documented policies and procedures outlining the acceptable 
purposes for which Covered Information may be collected, stored, used, and 
shared. These include detailed policies regarding both primary and secondary 
purposes. Covered Information is not disclosed for secondary purposes, per 
Company s policy, without customer authorization. 

SDG&E s Privacy Notice includes the categories of Third Parties with which 
SDG&E may share Covered Information, and circumstances under which that 
information may be shared. 

SDG&E has implemented internal policies instructing employees on determining 
the veracity and propriety of Third Party requests, and on the appropriate use of 
Covered Information internally. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 4: Individual participation (access and choice) 
KPMG assessment 
procedures 

KPMG assessed SDG&E s customer-facing program focusing on: 

— Internal and external policies and procedures to provide customers with 
access and consent mechanisms related to their Covered Information; 

— Review of Customer Portals review, stakeholder interviews, and 
walkthroughs of Customer Contact Center and other locations where 
SDG&E Customer Service Representatives interact with customers with 
respect to their Covered Information; 

— Review of Customer Authorization forms to understand how customers can 
grant and revoke authorization for secondary uses of their Covered 
Information; 

— Examination of the process in place to disclose Covered Information 
pursuant to legal processes and in situations of imminent threat to life or 
property. Test procedures included review of policies and procedures for 
tracking these requests and the subsequent notice provided to customers 
and interviews with SDG&E stakeholders in relevant business functions. 

Results summary SDG&E provides customers with multiple methods of accessing their Covered 
Information, including electronically via SDG&E s My Account feature online, and 
through monthly bills that allow them to review and interpret their usage 
information. Customers may contact SDG&E through phone, web or mail with 
questions or concerns regarding their monthly bills. Further, internal guidelines for 
SDG&E employees who interact with customers are in place addressing how to 
provide customers with access to their Covered Information. 

SDG&E has processes and procedures in place for customers to grant and revoke 
authorization to Third Parties using an authorization form, the Customer 
Information Service Request (CISR) form. SDG&E has processes in place to 
disclose Covered Information if it is necessary to provide energy services, to 
comply with relevant laws, to respond to subpoenas or warrants, or to provide 
emergency responders with pertinent information in the case of imminent threat 
to life or property. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 5: Data minimization 
KPMG assessment 
procedures 

KPMG assessed SDG&E s adoption of Data Minimization principles in the 
collection, use, and disclosure of Covered Information focusing on: 

— Corporate and department-specific policies and procedures to understand 
how Covered Information is segregated from other systems; 

— How user access is restricted based on business need; 

— How records and assets are retained for only as long as reasonably 
necessary; 

— Disposal of records upon their eligibility for destruction; 

— How Data Minimization principles were adopted as part of Third Party 
disclosure practices; 

— Assessment procedures included review of policies and procedures and 
interviews with relevant stakeholders to understand appropriate safeguards 
in place to limit the disclosure of Covered Information. 

Results summary SDG&E has implemented the Data Minimization principle as a foundational 
component to its overall privacy framework, and has documented policies and 
procedures limiting the amount of information collected, stored, and retained; the 
number and level of employees who have access to Covered Information; and 
the categories of Third Parties with whom it is shared. SDG&E management 
reviews and certifies that Covered Information is retained as necessary and that it 
is properly disposed of in electronic, hardcopy, and unstructured formats in a 
timely manner. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 6: Use and disclosure limitation 
KPMG assessment 
procedures 

KPMG assessed SDG&E s Third-Party Management Program focusing on: 

— Review of processes in place for disclosure of Covered Information to Third 
Parties; 

— Third Parties are defined to include suppliers and contractors; 

— Review of procedures and forms for customers to authorize and revoke a 
Third Party to receive Covered Information on behalf of the customer; 

— Examination of Third Party management policies and procedures and 
interview of stakeholders to understand how SDG&E implements practices 
and procedures based on the categories of Third Parties (i.e., primary 
purpose and secondary purpose); 

— Review of data transmission protocols and ongoing monitoring of Third 
Parties for compliance with SDG&E policies and contractual provisions. 

Results summary SDG&E has processes in place to allow customers to share their Covered 
Information with Third Parties. SDG&E has formal internal procedures to manage 
customer requests for disclosure to Third Parties, which include forms for explicit 
customer authorization and forms to revoke such authorization (Customer 
Information Service Request, or CISR Form). SDG&E has internal Third Party 
management policies and informs Third Parties about data privacy requirements. 
Third Party vendors are contractually obligated per their contract clauses to 
maintain the privacy of the information shared. 

Exception SDG&E s Privacy Notice and the Privacy Decisions require Third Parties to 
safeguard Covered Information under policies, practices, and notification 
requirements no less protective than those under which SDG&E operates. 

Sampled vendor contract requires Third Party to use at least the same degree of 
care Contractor uses with respect to its own proprietary or confidential 
information . 

This contract provision represents an inconsistency that may lead to reduced level 
of protection.  

Risk level Medium 

Risk implication Third Party data security practices may not be sufficient to safeguard Covered 
Information, heightening SDG&E s legal and regulatory exposure and increasing 
the risk of potential breaches of Covered Information. 

Recommendation SDG&E should reevaluate its process for ensuring appropriate contract language 
is in place when CEUD is going to be shared with a Third Party. 
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Rule 7: Data quality and integrity 
KPMG assessment 
procedures 

KPMG assessed SDG&E s Data Validation methods and procedures focusing on: 

— Review of how SDG&E validates the quality and integrity of Covered 
Information; 

— Examination of the Smart Meter systems and infrastructure to understand 
how usage data is managed and reconciled; 

— Review of policies and procedures and interviews with stakeholders to 
understand how SDG&E provides customers with the opportunity to modify 
or remove other data elements collected by Company. 

Results summary SDG&E has policies in place that address the confirmation, validation, and 
relevance of customer information. The Privacy Notice states that customers may 
contact SDG&E through phone, email or mail should they need to update or alter 
their information. In addition, SDG&E Customer Service Representatives 
authenticate customers and validate their account information when answering 
calls. SDG&E s My Account Online Services Terms and Conditions indicates it is 
the customers  responsibility to ensure their Personal Information is updated and 
accurate. 

System checks and quality assurance processes are in place to validate energy 
usage reads and if necessary, perform edits to help ensure completeness and 
accuracy of usage data prior to billing the customer. 

Exception No exceptions noted. 

Risk level - 

Risk implication - 

Recommendation - 
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Rule 8: Data security 
KPMG assessment 
procedures 

KPMG assessed SDG&E s physical and Cybersecurity measures to protect 
Covered Information focusing on: 

— Review of Cybersecurity policies, procedures, and measures related to: 
Endpoint Security (Antivirus protection, E-mail/Database security), the 
Network environment (Network Segmentation, Intrusion Prevention 
Systems, Remote Access, Wireless), Firewalls, Network Access Control. 
(Logging/Monitoring, Data Loss Prevention, Web-content Filtering), Mobile 
Security, Patch Management, Vulnerability Management, Business 
Continuity, System Change Control, Privileged Access, Third Party Access 
and Data Classification; 

— Performance of site walkthroughs of critical SDG&E locations focusing on 
the physical and technical security of Covered Information at these key 
areas: Customer Contact Centers, a Production Datacenter, Credit 
Operations and Billing Operations; 

— Inspection of key configurations and system settings related to: System 
Access (User Authentication and Password Configuration), Access 
Management (Restriction of Access based on least privilege and need-to-
know, Segregation of Duties, Periodic access review), Logging and 
Monitoring of changes to customer data, Masking of sensitive data in 
production and development environments; 

— Review of SDG&E's Incident Response/Breach Management Program and 
interviews of stakeholders who are responsible and/or accountable in the 
response to a potential incident involving Covered Information including 
communications to regulators and impacted customers; 

— Examination of evidence of tools deployed in the environment to detect and 
analyze potential threats to Covered Information. 

Results summary SDG&E has an established Information Security Program as part of Sempra shared 
services that is responsible for the design and implementation of both physical 
and logical information security controls to protect Covered Information. Formal 
policies and procedures have been established and implemented that address 
specific administrative, physical and technical controls to protect Covered 
Information. Monitoring procedures are in place to detect and address non-
compliance with policies and procedures. Various technical controls have been 
implemented to prevent and detect network security breaches and unauthorized 
access to systems containing Covered Information. A process is also in place to 
report and track potential security incidents to help ensure they are resolved and 
measures are implemented to prevent similar events from occurring in the future. 

Exception Computers used by customers as kiosks for purposes of accessing My Account at 
the branch offices do not utilize privacy screens or an automatic logoff feature. 
Covered Information including account numbers, passwords, and My Account are 
susceptible to shoulder-surfing and session hijacking if a user fails to manually 
terminate the session. 

Risk level Medium 

Risk implication Personal Information may be disclosed to unauthorized parties without the 
customer s or the Company s knowledge. 
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Recommendation SDG&E should install privacy screens and/or an automatic logoff feature in 
computers used by customers as kiosks for purposes of accessing My Account at 
Branch Offices. 
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Rule 9: Accountability and auditing 
KPMG assessment 
procedures 

KPMG assessed SDG&E s overall Office of Customer Privacy and Cybersecurity 
program, focusing on: 

— Review of documentation supporting each program as well as SDG&E’s 
communication of these policies to both employees and contractors; 

— Review of executive support and sponsorship of Office of Customer Privacy 
and Cybersecurity including the individuals and roles responsible and 
accountable for Office of Customer Privacy and Cybersecurity throughout 
the enterprise; 

— Interviews with members of SDG&E Executive Management to understand 
leadership’s views on customer data protection; 

— Review of the process to receive, track and resolve customer complaints, 
disputes, and inquires related to the protection of Covered Information. 
Test procedures included a review of internal procedures, interviews with 
stakeholders involved in the complaints process, and a walkthrough of the 
Customer Contact Center; 

— Examination of employee training and awareness associated with the 
protection of Covered Information. This assessment included a review of 
enterprise-wide and targeted training materials provided to organizational 
units and contractors collecting, handling, storing, or transmitting Covered 
Information. Additionally, KPMG observed training compliance logs, 
meeting agendas, and attendance sheets maintained during PII training 
sessions. 

Results summary SDG&E has developed company and department policies addressing the proper 
safeguarding of Covered Information. The Company has achieved a high level of 
maturity for its Office of Customer Privacy, including assigning a dedicated Office 
of Customer Privacy Officer and Manager, and providing executive and 
management support, oversight, and visibility to key program metrics and 
performance indicators. In addition, the Office of Customer Privacy Manager 
collaborates with appropriate organizational units when working to finalize policies 
and procedures to protect Covered Information. 

SDG&E has implemented a process to respond to complaints and inquiries levied 
by customers related to customer privacy. Targeted privacy training has been 
implemented, and Company s representatives continue to identify opportunities 
to expand the training. Further, road shows including data privacy and security 
trainings are provided to employees accessing Covered Information and are 
tracked by SDG&E. 

Exception one SDG&E provides company-wide trainings that reference procedures to safeguard 
customer information, including energy usage information. However, these 
trainings do not outline specific guidance to safeguard Covered Information. 

Risk level Low 
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Risk implication SDG&E employees who collect, use, process, or store Covered Information may 
not understand or be aware of the Company s policies and procedures for 
safeguarding sensitive information increasing the risk of data misuse or a potential 
data incident. 

Recommendation SDG&E should provide specific guidance to safeguard Covered Information to all 
employees as part of a company-wide training. 

Exception two Covered Information is included in privacy training targeted for groups with access 
to Covered Information, however it is not consistently rolled out to new 
employees hired after the training was initially launched. 

Risk level Low 

Risk implication SDG&E employees who collect, use, process, or store Covered Information may 
not understand or be aware of the Company s policies and procedures for 
safeguarding sensitive information increasing the risk of data misuse or a potential 
data incident. 

Recommendation SDG&E should require new employees to complete training related to 
safeguarding Covered Information at their date of hire. 

Exception three Management did not provide Covered Information training to certain contractors 
with access to Covered Information. Contractor s obligation to protect customer 
privacy is managed through contracting provisions. 

Risk level Low 

Risk implication Contractors acting on behalf of SDG&E who collect, use, process, or store 
Covered Information may not understand or be aware of company policies and 
procedures for safeguarding sensitive information increasing the risk of misuse of 
data or a potential data incident. 

Recommendation SDG&E should implement standardized training requirements addressing the 
safeguarding of Covered Information for contractors that have access to Covered 
Information. 
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 c
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R
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 o
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2 
sh

al
l p
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 o
f 

C
ov

er
ed

 In
fo

rm
at

io
n 

co
lle

ct
ed

, u
se

d,
 s

to
re

d 
or

 d
is

cl
os

ed
 b

y 
th

e 
co

ve
re

d 
en

tit
y,

 a
nd

, f
or

 
ea

ch
 c
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 d
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 c
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 d
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at

 is
 

di
sc

lo
se

d 
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 p
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he
 c

us
to

m
er

s 
“m

ay
 c

ho
os

e 
no

t t
o 

pr
ov

id
e 

an
y 

P
er

so
na

l I
nf

or
m

at
io

n 
an

d 
[th

ey
] w

ill
 s

til
l b

e 
ab

le
 t

o 
ac

ce
ss

 m
os

t 
po

rt
io

ns
 o

f 
th

e 
w

eb
 s

ite
.”

 

 

In
sp

ec
t 

S
D

G
&

E
’s

 
sy

st
em

s 
w

he
re

 
R

ev
ie

w
ed

 M
y 

A
cc

ou
nt

 R
eg

is
tr

at
io

n 
P

ro
ce

ss
 o

n 
S

D
G

&
E 

w
eb

si
te

 a
nd

 n
ot

ed
 th

at
 in

 o
rd

er
 

to
 c

re
at

e 
a 

M
y 

A
cc

ou
nt

 u
se

rn
am

e,
 th

e 
cu

st
om

er
 m

us
t c

he
ck

 a
 b

ox
 a

ck
no

w
le

dg
in

g 
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A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

C
us

to
m

er
 E

ne
rg

y 
U

sa
ge

 
D

at
a 

is
 c

ol
le

ct
ed

 t
o 

de
te

rm
in

e 
w

he
th

er
 

cu
st

om
er

s’
 im

pl
ic

it 
or

 
ex

pl
ic

it 
co

ns
en

t 
pr

ef
er

en
ce

s 
ar

e 
ca

pt
ur

ed
 

(b
ef

or
e 

da
ta

 t
ra

ns
fe

r)
. 

re
vi

ew
 a

nd
 a

gr
ee

m
en

tt
o 

SD
G

&
E

’s
M

y 
A

cc
ou

nt
 T

er
m

s 
an

d 
C

on
di

tio
ns

(w
w

w
.s

dg
e.

co
m

/te
rm

s-
an

d-
co

nd
iti

on
s/

m
y-

ac
co

un
t)

, w
hi

ch
 s

ta
te

s 
th

at
 if

 c
us

to
m

er
 

w
is

he
s 

to
 d

is
cl

os
e 

an
y 

in
fo

rm
at

io
n 

co
nt

ai
n 

w
ith

in
 h

is
 o

r 
he

r 
bi

ll,
 in

cl
ud

in
g 

us
ag

e 
in

fo
rm

at
io

n,
 t

o 
an

ot
he

r 
pe

rs
on

 o
r 

Th
ird

 P
ar

ty
, t

he
 c

us
to

m
er

 m
us

t 
pr

ov
id

e 
S

D
G

&
E

 w
ith

 a
 

w
rit

te
n 

si
gn

ed
 a

ut
ho

riz
at

io
n 

th
ro

ug
h 

a 
C

us
to

m
er

 In
fo

rm
at

io
n 

S
er

vi
ce

 R
eq

ue
st

 (C
IS

R
) 

fo
rm

. 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 W

eb
si

te
 P

riv
ac

y 
P

ol
ic

y 
an

d 
no

te
d 

th
at

 it
 in

cl
ud

es
 a

n 
A

cc
ep

ta
nc

e 
of

 
Te

rm
s 

cl
au

se
 t

ha
t 

ex
pl

ic
itl

y 
st

at
es

: “
B

y 
us

in
g 

ou
r 

w
eb

 s
ite

 o
r 

ob
ta

in
in

g 
an

y 
pr

od
uc

t o
r 

se
rv

ic
e 

th
ro

ug
h 

ou
r 

w
eb

 s
ite

, y
ou

 a
gr

ee
 t

o 
th

e 
co

lle
ct

io
n 

an
d 

us
e 

of
 in

fo
rm

at
io

n 
as

 s
et

 
fo

rt
h 

in
 t

hi
s 

po
lic

y.
 If

 y
ou

 d
o 

no
t 

ag
re

e 
to

 th
is

 p
ol

ic
y,

 p
le

as
e 

do
 n

ot
 u

se
 th

e 
w

eb
 s

ite
.”
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C
P

U
C

 R
U

LE
 4

 –
 In

d
iv

id
u

al
 p

ar
ti

ci
p

at
io

n
 (

ac
ce

ss
 a

n
d

 c
o

n
tr

o
l)

 

O
ve

ra
ll 

C
o

n
cl

u
si

o
n

 
N

o
 e

xc
ep

ti
o

n
s 

n
o

te
d

. 

C
P

U
C

 R
u

le
 4

 

R
u

le
 

d
es

cr
ip

ti
o

n
 

A
cc

es
s:

 

C
ov

er
ed

 e
nt

iti
es

 s
ha

ll 
pr

ov
id

e 
to

 c
us

to
m

er
s 

up
on

 r
eq

ue
st

 c
on

ve
ni

en
t 

an
d 

se
cu

re
 a

cc
es

s 
to

 t
he

ir 
C

ov
er

ed
 

In
fo

rm
at

io
n:

 

(1
) i

n 
an

 e
as

ily
 r

ea
da

bl
e 

fo
rm

at
 t

ha
t 

is
 a

t 
a 

le
ve

l n
o 

le
ss

 d
et

ai
le

d 
th

an
 t

ha
t 

at
 w

hi
ch

 t
he

 c
ov

er
ed

 e
nt

ity
 d

is
cl

os
es

 
th

e 
da

ta
 t

o 
Th

ird
 P

ar
tie

s.
 

a(
1)

 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

’s
 P

riv
ac

y 
N

ot
ic

e 
ad

dr
es

se
s 

th
e 

pr
ov

is
io

n 
of

 a
cc

es
s 

to
 in

di
vi

du
al

s 
to

 t
he

ir 
C

ov
er

ed
 

In
fo

rm
at

io
n.

 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 P

riv
ac

y 
N

ot
ic

e 
an

d 
no

te
d 

th
at

 th
e 

do
cu

m
en

t 
pr

ov
id

es
 a

 li
nk

 to
 M

y 
A

cc
ou

nt
 (s

dg
e.

co
m

/m
ya

cc
ou

nt
), 

a 
se

cu
re

d 
on

lin
e 

po
rt

al
 s

up
po

rt
ed

 b
y 

S
D

G
&

E
 w

he
re

 
cu

st
om

er
s 

ca
n 

ac
ce

ss
 t

he
ir 

C
ov

er
ed

 In
fo

rm
at

io
n.

 

R
ev

ie
w

ed
 M

y 
A

cc
ou

nt
 p

or
ta

l o
n 

S
D

G
&

E
 w

eb
si

te
 a

nd
 n

ot
ed

 th
at

 t
he

 p
or

ta
l p

ro
vi

de
s 

de
ta

ile
d 

in
st

ru
ct

io
ns

 fo
r 

cu
st

om
er

s 
to

 r
eg

is
te

r f
or

 a
cc

ou
nt

s 
in

 o
rd

er
 t

o 
re

tr
ie

ve
 th

ei
r 

en
er

gy
 u

sa
ge

 d
at

a.
 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 W

el
co

m
e 

P
ac

ka
ge

 f
or

 N
ew

 C
us

to
m

er
s 

an
d 

no
te

d 
th

at
 S

D
G

&
E

 
in

fo
rm

s 
cu

st
om

er
s 

th
at

 t
he

y 
ca

n 
ac

ce
ss

 M
y 

A
cc

ou
nt

, a
 s

ec
ur

ed
 o

nl
in

e 
po

rt
al

 s
up

po
rt

ed
 

by
 S

D
G

&
E

, t
o 

m
ak

e 
pa

ym
en

ts
, m

an
ag

e 
th

ei
r 

bi
lls

 a
nd

 re
vi

ew
 t

he
ir 

en
er

gy
 u

se
 

in
fo

rm
at

io
n.

 

M
et

 w
ith

 S
up

er
vi

so
r, 

B
ra

nc
h 

O
ff

ic
e,

 a
nd

 w
as

 in
fo

rm
ed

 th
at

 c
us

to
m

er
s 

ca
n 

vi
si

t 
on

e 
of

 
S

D
G

&
E

 B
ra

nc
h 

O
ff

ic
es

 to
 a

cc
es

s 
th

ei
r 

C
ov

er
ed

 In
fo

rm
at

io
n,

 to
 m

ak
e 

pa
ym

en
ts

 a
nd

 t
o 

re
ce

iv
e 

co
pi

es
 o

f t
he

ir 
bi

lls
.  
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A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

’s
 in

te
rn

al
 p

ol
ic

ie
s 

de
sc

rib
e 

th
e 

pr
oc

es
s 

fo
r 

pr
ov

id
in

g 
cu

st
om

er
s 

w
ith

 
ac

ce
ss

 t
o 

th
ei

r 
C

ov
er

ed
 

In
fo

rm
at

io
n.

 

2.
R

ev
ie

w
ed

 S
D

G
&

E
’s

 C
us

to
m

er
 P

riv
ac

y 
G

ui
de

lin
es

 a
nd

 n
ot

ed
 th

at
 “

cu
st

om
er

s 
ha

ve
 t

he
 

rig
ht

 t
o 

kn
ow

 a
bo

ut
 t

he
 c

ol
le

ct
io

n 
of

 P
er

so
na

l I
nf

or
m

at
io

n,
 h

av
e 

ac
ce

ss
 t

o 
th

ei
r 

P
er

so
na

l I
nf

or
m

at
io

n,
 to

 b
e 

ab
le

 t
o 

re
qu

es
t 

co
rr

ec
tio

n 
if 

th
ei

r 
P

er
so

na
l I

nf
or

m
at

io
n 

is
 

in
co

rr
ec

t 
an

d 
to

 c
ha

lle
ng

e 
th

e 
de

ni
al

 o
f t

ho
se

 ri
gh

ts
”.

 T
he

 d
oc

um
en

t 
ou

tli
ne

s 
th

e 
fo

llo
w

in
g 

pr
oc

ed
ur

es
 f

or
 v

er
ify

in
g 

th
e 

id
en

tit
ie

s 
of

 t
he

 c
us

to
m

er
s 

re
qu

es
tin

g 
th

ei
r o

w
n 

C
ov

er
ed

 In
fo

rm
at

io
n:

 

—
A

 c
us

to
m

er
 c

an
 b

e 
au

th
en

tic
at

ed
 o

ve
r 

th
e 

te
le

ph
on

e 
by

 p
ro

vi
di

ng
 h

is
 n

am
e,

 s
er

vi
ce

 
ad

dr
es

s,
 a

cc
ou

nt
 n

um
be

r 
an

d 
so

ci
al

 s
ec

ur
ity

 n
um

be
r;

 

—
A

 c
us

to
m

er
 c

an
 b

e 
au

th
en

tic
at

ed
 in

 p
er

so
n 

by
 s

ub
m

itt
in

g 
va

lid
 id

en
tif

ic
at

io
n 

an
d 

va
lid

 p
ro

of
 o

f 
so

ci
al

 s
ec

ur
ity

 n
um

be
r 

in
 a

 B
ra

nc
h 

O
ff

ic
e.

 A
cc

ep
ta

bl
e 

id
en

tif
ic

at
io

n 
in

cl
ud

es
 d

riv
er

’s
 li

ce
ns

e,
 p

ic
tu

re
 id

en
tif

ic
at

io
n,

 p
as

sp
or

t,
 c

re
di

t 
ca

rd
 w

ith
 p

ic
tu

re
, 

et
c.

 

 

3.
D

et
er

m
in

e 
w

he
th

er
 

cu
st

om
er

s 
ca

n 
ac

ce
ss

 
th

ei
r 

C
ov

er
ed

 
In

fo
rm

at
io

n 
in

 a
 d

et
ai

le
d,

 
ye

t 
ea

sy
-t

o-
re

ad
 f

or
m

at
. 

In
sp

ec
te

d 
M

y 
A

cc
ou

nt
 p

or
ta

l o
n 

S
D

G
&

E
 w

eb
si

te
 a

nd
 n

ot
ed

 th
at

 S
D

G
&

E 
pr

ov
id

es
 

cu
st

om
er

s 
w

ith
 G

re
en

 B
ut

to
n,

 a
n 

en
er

gy
 m

an
ag

em
en

t t
oo

l. 
C

us
to

m
er

s 
ca

n 
us

e 
G

re
en

 
B

ut
to

n 
to

 s
ee

 a
n 

ov
er

vi
ew

 o
f t

he
ir 

en
er

gy
 u

se
, g

et
 c

ur
re

nt
 b

ill
 a

nd
 a

 fo
re

ca
st

ed
 b

ill
 fo

r 
th

e 
m

on
th

, r
ev

ie
w

 h
ou

rly
, w

ee
kl

y 
or

 m
on

th
ly

 e
ne

rg
y 

us
e,

 a
na

ly
ze

 b
ill

 t
o 

se
e 

w
hy

 it
 

ch
an

ge
s 

an
d 

le
ar

n 
ab

ou
t 

en
er

gy
-s

av
in

g 
ac

tio
ns

. 

R
ev

ie
w

ed
 a

 s
am

pl
e 

E
ne

rg
y 

U
sa

ge
 R

ep
or

t 
ex

tr
ac

te
d 

fr
om

 M
y 

A
cc

ou
nt

 a
nd

 n
ot

ed
 th

at
 

th
e 

do
cu

m
en

t 
is

 a
n 

E
xc

el
 f

ile
 t

ha
t 

co
nt

ai
ns

 e
ne

rg
y 

us
ag

e 
da

ta
 in

 a
 d

et
ai

le
d,

 e
as

y-
to

-re
ad

 
fo

rm
at

 fo
r 

a 
sp

ec
ifi

ed
 d

at
e 

ra
ng

e.
 

R
ev

ie
w

ed
 a

 s
am

pl
e 

H
om

e 
E

ne
rg

y 
R

ep
or

t 
se

nt
 to

 c
us

to
m

er
s 

by
 e

m
ai

l o
n 

a 
w

ee
kl

y 
ba

si
s 

an
d 

no
te

d 
th

at
 t

he
 e

m
ai

l p
ro

vi
de

s 
cu

st
om

er
s 

a 
lin

k 
to

 lo
g 

in
to

 M
y 

A
cc

ou
nt

 f
or

 a
 d

et
ai

le
d 

an
al

ys
is

 o
f 

th
ei

r 
en

er
gy

 u
se

. T
he

 e
m

ai
l a

ls
o 

in
cl

ud
es

: 

—
D

ay
s 

in
to

 b
ill

in
g 

cy
cl

e;
 

—
To

ta
l d

ay
s 

in
 b

ill
in

g 
cy

cl
e;

 

—
E

nd
 o

f 
bi

ll 
pe

rio
d;

 

—
B

ill
 t

o 
da

te
 a

m
ou

nt
; 

—
P

ro
je

ct
ed

 b
ill

 a
m

ou
nt

; 

—
G

as
 u

se
 s

um
m

ar
y;

 

—
E

le
ct

ric
 u

se
 s

um
m

ar
y.
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C
P

U
C

 R
u

le
 4

 

R
u

le
 

d
es

cr
ip

ti
o

n

C
o

n
tr

o
l: 

C
ov

er
ed

 e
nt

iti
es

 s
ha

ll 
pr

ov
id

e 
cu

st
om

er
s 

w
ith

 c
on

ve
ni

en
t 

m
ec

ha
ni

sm
s 

fo
r:

 

(1
) g

ra
nt

in
g 

an
d 

re
vo

ki
ng

 a
ut

ho
riz

at
io

n 
fo

r 
se

co
nd

ar
y 

us
es

 o
f 

C
ov

er
ed

 In
fo

rm
at

io
n,

 

(2
) d

is
pu

tin
g 

th
e 

ac
cu

ra
cy

 o
r 

co
m

pl
et

en
es

s 
of

 C
ov

er
ed

 In
fo

rm
at

io
n 

th
at

 t
he

 c
ov

er
ed

 e
nt

ity
 is

 s
to

rin
g 

or
 

di
st

rib
ut

in
g 

fo
r 

an
y 

pr
im

ar
y 

or
 s

ec
on

da
ry

 p
ur

po
se

, a
nd

 

(3
) r

eq
ue

st
in

g 
co

rr
ec

tio
ns

 o
r 

am
en

dm
en

ts
 t

o 
C

ov
er

ed
 In

fo
rm

at
io

n 
th

at
 t

he
 c

ov
er

ed
 e

nt
ity

 is
 c

ol
le

ct
in

g,
 s

to
rin

g,
 

us
in

g,
 o

r 
di

st
rib

ut
in

g 
fo

r 
an

y 
pr

im
ar

y 
or

 s
ec

on
da

ry
 p

ur
po

se
. 

b
(1

)-
(3

) 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 h
as

 a
 p

ro
ce

ss
 in

 
pl

ac
e 

fo
r 

pr
ov

id
in

g 
cu

st
om

er
s 

w
ith

 a
cc

es
s 

to
 g

ra
nt

 a
nd

 r
ev

ok
e 

au
th

or
iz

at
io

n 
fo

r 
se

co
nd

ar
y 

pu
rp

os
es

. 

S
ee

 C
P

U
C

 R
ul

e 
5c

 f
or

 T
es

t R
es

ul
ts

. 

R
ev

ie
w

ed
 t

he
 C

IS
R

 f
or

m
, p

ub
lic

ly
 a

va
ila

bl
e 

on
 S

D
G

&
E

 w
eb

si
te

, a
nd

 n
ot

ed
 th

at
 

cu
st

om
er

 c
on

se
nt

 w
ou

ld
 b

e 
co

nf
irm

ed
, t

ra
ck

ed
, a

nd
 re

ne
w

ed
 a

t 
a 

m
ax

im
um

 in
te

rv
al

 o
f 

th
re

e 
ye

ar
s.

 T
he

 f
or

m
 s

ta
te

s 
th

at
 th

e 
pu

rp
os

e 
is

 t
o 

al
lo

w
 c

us
to

m
er

s 
to

 e
xe

rc
is

e 
th

ei
r 

rig
ht

 t
o 

ch
oo

se
 w

he
th

er
 t

o 
di

sc
lo

se
 t

he
ir 

P
er

so
na

l I
nf

or
m

at
io

n 
to

 a
 T

hi
rd

 P
ar

ty
. 

R
ev

ie
w

ed
 t

he
 C

IS
R

 t
em

pl
at

e 
as

 w
el

l a
s 

sa
m

pl
e 

ex
ec

ut
ed

 C
IS

R
 fo

rm
s 

an
d 

no
te

d 
th

at
 

cu
st

om
er

s 
pr

ov
id

ed
 a

ut
ho

riz
at

io
n 

an
d 

co
ns

en
t f

or
 d

is
cl

os
ur

e 
of

 s
pe

ci
fic

 a
cc

ou
nt

 
in

fo
rm

at
io

n 
to

 d
es

ig
na

te
d 

Th
ird

 P
ar

tie
s 

fo
r 

in
te

rv
al

s 
su

ch
 a

s 
si

ng
le

-t
im

e 
co

ns
en

t,
 o

ne
 

ye
ar

 a
ut

ho
riz

at
io

n,
 o

r 
cu

st
om

er
 ti

m
ed

 in
te

rv
al

 (a
s 

de
si

gn
at

ed
 b

y 
th

e 
cu

st
om

er
 a

nd
 fo

r 
a 

pe
rio

d 
of

 u
p 

to
 t

hr
ee

 y
ea

rs
). 

 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 h
as

 a
 p

ro
ce

ss
 in

 
pl

ac
e 

fo
r 

cu
st

om
er

s 
to

 
ac

ce
ss

 t
he

ir 
C

ov
er

ed
 

In
fo

rm
at

io
n 

an
d 

di
sp

ut
e 

its
 a

cc
ur

ac
y 

an
d 

co
m

pl
et

en
es

s.
 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 P

riv
ac

y 
N

ot
ic

e 
an

d 
no

te
d 

th
at

 c
us

to
m

er
s 

ha
ve

 a
cc

es
s 

to
 th

ei
r 

C
ov

er
ed

 In
fo

rm
at

io
n 

th
ro

ug
h 

M
y 

A
cc

ou
nt

. E
ne

rg
y 

us
ag

e 
da

ta
 is

 p
ro

vi
de

d 
in

 a
 re

po
rt

 
w

hi
ch

 s
ho

w
s 

tr
en

ds
 in

 u
sa

ge
, r

ea
d 

ty
pe

s,
 w

ea
th

er
 a

nd
 c

os
t 

da
ta

. C
us

to
m

er
s 

ha
ve

 t
he

 
ab

ili
ty

 t
o 

ex
po

rt
 u

sa
ge

 d
at

a 
fo

r 
up

 to
 2

4 
m

on
th

s 
pr

io
r. 

C
us

to
m

er
s 

ca
n 

co
nt

ac
t S

D
G

&
E

 
th

ro
ug

h 
ph

on
e,

 w
eb

, o
r s

ta
nd

ar
d 

m
ai

l w
ith

 q
ue

st
io

ns
, c

on
ce

rn
s 

or
 c

om
pl

ai
nt

s.
 

M
et

 w
ith

 M
an

ag
er

, O
ff

ic
e 

of
 C

us
to

m
er

 P
riv

ac
y,

 a
nd

 w
as

 in
fo

rm
ed

 th
at

 c
us

to
m

er
s 

ca
n 

co
nt

ac
t 

SD
G

&
E

 C
us

to
m

er
 C

on
ta

ct
 C

en
te

r o
r s

ub
m

it 
in

qu
iri

es
 t

hr
ou

gh
 S

D
G

&
E 

w
eb

si
te

 
to

 d
is

pu
te

 th
e 

ac
cu

ra
cy

 a
nd

 c
om

pl
et

en
es

s 
of

 th
ei

r 
C

ov
er

ed
 In

fo
rm

at
io

n.
 

M
et

 w
ith

 S
up

er
vi

so
r, 

C
us

to
m

er
 C

on
ta

ct
 C

en
te

r,
 p

er
fo

rm
ed

 a
 w

al
kt

hr
ou

gh
 o

f S
D

G
&

E
 

C
us

to
m

er
 C

on
ta

ct
 C

en
te

r 
an

d 
no

te
d 

th
at

 C
us

to
m

er
 S

er
vi

ce
 R

ep
re

se
nt

at
iv

es
 h

av
e 

th
e 

ab
ili

ty
 t

o 
m

ak
e 

up
da

te
s 

to
 c

us
to

m
er

 p
ro

fil
es

 u
po

n 
re

qu
es

t 
an

d 
in

fo
rm

 c
us

to
m

er
s 

ho
w

 
th

ey
 c

an
 u

pd
at

e 
an

d 
co

rr
ec

t 
th

ei
r 

P
er

so
na

l I
nf

or
m

at
io

n 
on

 M
y 

A
cc

ou
nt

. 
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A
ss
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sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

R
ev

ie
w

ed
 M

y 
A

cc
ou

nt
 R

eg
is

tr
at

io
n 

Pr
oc

es
s 

on
 S

D
G

&
E 

w
eb

si
te

 a
nd

 n
ot

ed
 th

at
 

cu
st

om
er

s 
ca

n 
ac

ce
ss

 C
ov

er
ed

 In
fo

rm
at

io
n 

on
 M

y 
A

cc
ou

nt
. O

nc
e 

cu
st

om
er

s 
ar

e 
au

th
en

tic
at

ed
 o

n 
th

e 
po

rt
al

, t
he

y 
ar

e 
ab

le
 to

 v
ie

w
 a

nd
 u

pd
at

e 
th

ei
r 

in
fo

rm
at

io
n.

 

R
ev

ie
w

ed
 s

am
pl

e 
C

us
to

m
er

 B
ill

 a
nd

 n
ot

ed
 th

at
 it

 p
ro

vi
de

s 
th

e 
cu

st
om

er
 w

ith
 a

 p
ho

ne
 

nu
m

be
r 

fo
r 

in
qu

iri
es

 re
ga

rd
in

g 
th

ei
r 

bi
lls

 a
nd

 a
cc

ou
nt

 m
an

ag
em

en
t.

 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 h
as

 a
 p

ro
ce

ss
 in

 
pl

ac
e 

to
 m

ak
e 

co
rr

ec
tio

ns
 o

r 
am

en
dm

en
ts

 t
o 

th
e 

co
lle

ct
io

n,
 s

to
ra

ge
, u

se
, 

or
 d

is
tr

ib
ut

io
n 

of
 C

ov
er

ed
 

In
fo

rm
at

io
n 

up
on

 a
 

cu
st

om
er

’s
 r

eq
ue

st
. 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 P

riv
ac

y 
N

ot
ic

e 
an

d 
no

te
d 

th
at

 it
 in

di
ca

te
s 

th
at

 c
us

to
m

er
s 

m
ay

 
co

nt
ac

t 
SD

G
&

E
 th

ro
ug

h 
ph

on
e,

 e
m

ai
l o

r 
m

ai
l w

ith
 a

ny
 q

ue
st

io
ns

, c
on

ce
rn

s 
an

d 
co

m
pl

ai
nt

s.
 T

he
 d

oc
um

en
t 

in
cl

ud
es

 c
on

ta
ct

 in
fo

rm
at

io
n 

w
he

re
 c

us
to

m
er

s 
ca

n 
“l

im
it,

 
vi

ew
, o

r 
di

sp
ut

e 
th

ei
r 

di
sc

lo
se

d 
in

fo
rm

at
io

n”
. T

he
 c

on
ta

ct
 in

fo
rm

at
io

n 
in

cl
ud

es
 a

n 
em

ai
l 

ad
dr

es
s 

(C
us

to
m

er
P

riv
ac

yS
up

po
rt

@
se

m
pr

au
til

iti
es

.c
om

), 
a 

m
ai

lin
g 

ad
dr

es
s 

di
re

ct
ed

 t
o 

C
us

to
m

er
 P

riv
ac

y 
an

d 
a 

ph
on

e 
nu

m
be

r 
(1

-8
00

-4
11

-7
34

3)
. 

M
et

 w
ith

 S
up

er
vi

so
r, 

C
us

to
m

er
 C

on
ta

ct
 C

en
te

r,
 c

on
du

ct
ed

 a
 w

al
kt

hr
ou

gh
 o

f 
S

D
G

&
E

 
C

us
to

m
er

 C
on

ta
ct

 C
en

te
r 

an
d 

no
te

d 
th

at
 C

us
to

m
er

 S
er

vi
ce

 R
ep

re
se

nt
at

iv
es

, o
nc

e 
ve

rif
ie

d 
th

e 
ac

co
un

t 
ow

ne
r, 

ca
n 

up
da

te
 c

us
to

m
er

s'
 r

ec
or

ds
, i

nc
lu

di
ng

 c
or

re
ct

in
g 

ad
dr

es
se

s,
 p

ho
ne

 n
um

be
rs

, n
am

es
, a

nd
 s

oc
ia

l s
ec

ur
ity

 n
um

be
rs

. 

M
et

 w
ith

 M
an

ag
er

, C
us

to
m

er
 P

riv
ac

y 
P

ro
gr

am
, a

nd
 w

as
 in

fo
rm

ed
 th

at
 c

us
to

m
er

s'
 

re
qu

es
ts

 fo
r 

co
rr

ec
tio

ns
 o

r a
m

en
dm

en
ts

 to
 th

e 
co

lle
ct

io
n,

 s
to

ra
ge

, u
se

, o
r 

di
st

rib
ut

io
n 

of
 C

ov
er

ed
 In

fo
rm

at
io

n 
ca

n 
al

so
 b

e 
ha

nd
le

d 
by

 S
D

G
&

E
 C

us
to

m
er

 C
on

ta
ct

 C
en

te
r.

 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 S

m
ar

tM
et

er
 O

pt
-O

ut
 w

eb
pa

ge
, p

ub
lic

ly
 a

va
ila

bl
e 

at
 

w
w

w
.s

dg
e.

co
m

/re
si

de
nt

ia
l/s

m
ar

t-
m

et
er

-o
pt

-o
ut

/s
m

ar
t-

m
et

er
-o

pt
-o

ut
-p

ro
gr

am
, f

or
 

cu
st

om
er

s 
w

ho
 d

o 
no

t 
w

is
h 

to
 h

av
e 

ad
va

nc
ed

 m
et

er
s 

in
st

al
le

d 
fo

r t
he

ir 
ho

m
es

. T
he

 
w

eb
si

te
 p

ro
vi

de
s 

gu
id

an
ce

 to
 c

us
to

m
er

s,
 n

ec
es

sa
ry

 f
or

m
s 

to
 c

om
pl

et
e,

 a
nd

 c
on

ta
ct

 
in

fo
rm

at
io

n:
 “

Fo
r 

yo
ur

 c
on

ve
ni

en
ce

 t
he

re
 a

re
 m

ul
tip

le
 w

ay
s 

to
 o

pt
-o

ut
 o

f 
sm

ar
t 

m
et

er
. 

1)
 O

pt
-o

ut
 u

si
ng

 o
ur

 o
nl

in
e 

fo
rm

 [p
ro

vi
de

d 
lin

k]
; 2

) S
ub

m
it 

yo
ur

 o
pt

-o
ut

 re
qu

es
t 

by
 

vi
si

tin
g 

on
e 

of
 o

ur
 b

ra
nc

h 
of

fic
es

; 3
) Y

ou
 m

ay
 a

ls
o 

op
t-

ou
t 

by
 p

ho
ne

 b
y 

ca
lli

ng
 a

t 
1-

87
7-

35
7-

85
25

.”
 

R
ev

ie
w

ed
 a

 s
am

pl
e 

C
us

to
m

er
 B

ill
 a

nd
 n

ot
ed

 t
ha

t t
he

 d
oc

um
en

t 
in

cl
ud

es
 a

 p
ho

ne
 

nu
m

be
r 

fo
r 

cu
st

om
er

s 
to

 in
qu

ire
, d

is
pu

te
 a

nd
 q

ue
st

io
n 

th
ei

r 
bi

lls
. T

he
 d

oc
um

en
t 

al
so

 
in

fo
rm

s 
cu

st
om

er
s 

th
at

 if
 th

ey
 a

re
 n

ot
 s

at
is

fie
d 

w
ith

 S
D

G
&

E
's

 re
sp

on
se

 t
o 

th
ei

r 
re

qu
es

ts
 fo

r 
co

rr
ec

tio
n 

or
 w

ou
ld

 li
ke

 t
o 

in
vo

lv
e 

th
e 

C
P

U
C

, t
he

y 
m

ay
 d

o 
so

 w
ith

 t
he

 
C

P
U

C
 C

on
su

m
er

 A
ff

ai
rs

 B
ra

nc
h 

by
 m

ai
l, 

em
ai

l o
r 

ph
on

e.
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C
P

U
C

 R
u

le
 4

 

R
u

le
 

d
es

cr
ip

ti
o

n
 

D
is

cl
o

su
re

 P
u

rs
u

an
t 

to
 L

eg
al

 P
ro

ce
ss

: 

(1
) E

xc
ep

t 
as

 o
th

er
w

is
e 

pr
ov

id
ed

 in
 t

hi
s 

ru
le

 o
r 

ex
pr

es
sl

y 
au

th
or

iz
ed

 b
y 

st
at

e 
or

 fe
de

ra
l l

aw
 o

r 
by

 o
rd

er
 o

f t
he

 
C

om
m

is
si

on
, a

 c
ov

er
ed

 e
nt

ity
 s

ha
ll 

no
t 

di
sc

lo
se

 C
ov

er
ed

 In
fo

rm
at

io
n 

ex
ce

pt
 p

ur
su

an
t 

to
 a

 w
ar

ra
nt

 o
r 

ot
he

r 
co

ur
t 

or
de

r 
na

m
in

g 
w

ith
 s

pe
ci

fic
ity

 t
he

 c
us

to
m

er
s 

w
ho

se
 in

fo
rm

at
io

n 
is

 s
ou

gh
t.

 U
nl

es
s 

ot
he

rw
is

e 
di

re
ct

ed
 b

y 
a 

co
ur

t, 
la

w
, o

r 
or

de
r 

of
 th

e 
C

om
m

is
si

on
, c

ov
er

ed
 e

nt
iti

es
 s

ha
ll 

tr
ea

t r
eq

ue
st

s 
fo

r r
ea

l-t
im

e 
ac

ce
ss

 t
o 

C
ov

er
ed

 In
fo

rm
at

io
n 

as
 w

ire
ta

ps
, r

eq
ui

rin
g 

ap
pr

ov
al

 u
nd

er
 th

e 
fe

de
ra

l o
r 

st
at

e 
w

ire
ta

p 
la

w
 a

s 
ne

ce
ss

ar
y.

 

(2
) U

nl
es

s 
ot

he
rw

is
e 

pr
oh

ib
ite

d 
by

 c
ou

rt
 o

rd
er

, l
aw

, o
r o

rd
er

 o
f 

th
e 

C
om

m
is

si
on

, a
 c

ov
er

ed
 e

nt
ity

, u
po

n 
re

ce
ip

t 
of

 
a 

su
bp

oe
na

 f
or

 d
is

cl
os

ur
e 

of
 C

ov
er

ed
 In

fo
rm

at
io

n 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
, s

ha
ll,

 p
rio

r 
to

 c
om

pl
yi

ng
, n

ot
ify

 t
he

 
cu

st
om

er
 in

 w
rit

in
g 

an
d 

al
lo

w
 t

he
 c

us
to

m
er

 7
 d

ay
s 

to
 a

pp
ea

r 
an

d 
co

nt
es

t t
he

 c
la

im
 o

f t
he

 p
er

so
n 

or
 e

nt
ity

 s
ee

ki
ng

 
di

sc
lo

su
re

. 

(6
) O

n 
an

 a
nn

ua
l b

as
is

, c
ov

er
ed

 e
nt

iti
es

 s
ha

ll 
re

po
rt

 t
o 

th
e 

C
om

m
is

si
on

 t
he

 n
um

be
r 

of
 d

em
an

ds
 re

ce
iv

ed
 fo

r 
di

sc
lo

su
re

 o
f 

cu
st

om
er

 d
at

a 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
 o

r p
ur

su
an

t t
o 

si
tu

at
io

ns
 o

f 
im

m
in

en
t 

th
re

at
 to

 li
fe

 o
r 

pr
op

er
ty

 a
nd

 th
e 

nu
m

be
r 

of
 c

us
to

m
er

s 
w

ho
se

 re
co

rd
s 

w
er

e 
di

sc
lo

se
d.

 U
po

n 
re

qu
es

t 
of

 t
he

 C
om

m
is

si
on

, c
ov

er
ed

 
en

tit
ie

s 
sh

al
l r

ep
or

t a
dd

iti
on

al
 in

fo
rm

at
io

n 
to

 th
e 

C
om

m
is

si
on

 o
n 

su
ch

 d
is

cl
os

ur
es

. T
he

 C
om

m
is

si
on

 m
ay

 m
ak

e 
su

ch
 r

ep
or

ts
 p

ub
lic

ly
 a

va
ila

bl
e 

w
ith

ou
t 

id
en

tif
yi

ng
 t

he
 a

ff
ec

te
d 

cu
st

om
er

s,
 u

nl
es

s 
m

ak
in

g 
su

ch
 r

ep
or

ts
 p

ub
lic

 is
 

pr
oh

ib
ite

d 
by

 s
ta

te
 o

r f
ed

er
al

 la
w

 o
r 

by
 o

rd
er

 o
f 

th
e 

C
om

m
is

si
on

. 

c(
1)

-(
6)

 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
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sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 h
as
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ro

ce
du

re
s 

in
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la
ce

 t
o 

en
su

re
 p

ro
pe

r 
ha

nd
lin

g 
an

d 
do

cu
m

en
ta

tio
n 

of
 a

ny
 

C
ov

er
ed

 In
fo

rm
at

io
n 

da
ta

 
di

sc
lo

su
re

s 
fo

r 
le

ga
l 

re
as

on
s.

 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 P

riv
ac

y 
N

ot
ic

e 
an

d 
no

te
d 

th
at

 th
e 

do
cu

m
en

t 
in

fo
rm

s 
cu

st
om

er
s 

th
at

 S
D

G
&

E
 d

oe
s 

no
t 

re
le

as
e 

C
ov

er
ed

 In
fo

rm
at

io
n 

w
ith

ou
t 

cu
st

om
er

s’
 w

rit
te

n 
co

ns
en

t 
ex

ce
pt

 u
nd

er
 c

irc
um

st
an

ce
s.

 T
he

se
 c

irc
um

st
an

ce
s 

in
cl

ud
e 

di
sc

lo
su

re
s:

 

—
P

ur
su

an
t 

to
 le

ga
l p

ro
ce

ss
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o
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—
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&
E

’s
 P
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y 
N
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an

d 
th

e 
P

riv
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y 
D

ec
is

io
ns

 r
eq

ui
re

 T
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rd
 P

ar
tie

s 
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 s
af

eg
ua

rd
 C

ov
er

ed
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fo
rm

at
io

n 
un

de
r 

po
lic

ie
s,

 p
ra

ct
ic

es
, a

nd
 n

ot
ifi

ca
tio

n 
re

qu
ire

m
en

ts
 n

o 
le

ss
 p

ro
te

ct
iv

e 
th

an
 t

ho
se

 u
nd

er
 w

hi
ch

 S
D

G
&

E
 

op
er

at
es

. S
am

pl
ed

 v
en

do
r 

co
nt

ra
ct

 r
eq

ui
re

s 
Th

ird
 P

ar
ty

 t
o 

“u
se

 a
t 

le
as

t 
th

e 
sa

m
e 

de
gr

ee
 o

f 
ca

re
 C

on
tr

ac
to

r 
us

es
 w

ith
 r

es
pe

ct
 t

o 
its

 o
w

n 
pr

op
rie

ta
ry

 o
r 

co
nf

id
en

tia
l i

nf
or

m
at

io
n,

 w
hi

ch
 in

 a
ny

 e
ve

nt
 s

ha
ll 

re
su

lt 
in
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re
as

on
ab

le
 s

ta
nd

ar
d 

of
 c

ar
e,

 t
o 

pr
ev

en
t 

un
au

th
or

iz
ed

 u
se

 o
r 

di
sc

lo
se

 o
f 

C
on

fid
en

tia
l I

nf
or

m
at

io
n.

” 
Th

is
 

co
nt

ra
ct

 p
ro

vi
si

on
 r

ep
re

se
nt

s 
an

 in
co

ns
is

te
nc

y 
th

at
 m

ay
 le

ad
 t

o 
re

du
ce

d 
le

ve
l o

f 
pr

ot
ec

tio
n.

 

C
P

U
C

 R
u

le
 6

 
R

u
le

 
d

es
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ip
ti

o
n

 

D
is

cl
o

su
re

s 
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 T
h

ir
d

 P
ar

ti
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(1
) I

ni
tia

l D
is

cl
os

ur
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y 

an
 G
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/E
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ct

ric
al
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or

po
ra

tio
n:

 A
n 

ga
s/

el
ec

tr
ic

al
 c

or
po

ra
tio

n 
m

ay
 d
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cl

os
e 

C
ov

er
ed
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fo
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n 
w

ith
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t 
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st
om

er
 c

on
se

nt
 t

o 
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Th
ird

 P
ar

ty
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ct
in

g 
un

de
r 

co
nt

ra
ct

 w
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 t
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 C
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m
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si
on

 f
or

 t
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pu

rp
os

e 
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 p
ro

vi
di

ng
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ed
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ur
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an
t 
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n 
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r 
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io

n 
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 t
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 C
om

m
is

si
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r 
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ve
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m
en

ta
l e

nt
ity

 f
or

 t
he

 p
ur

po
se

 o
f 

pr
ov

id
in

g 
en

er
gy

 e
ff

ic
ie

nc
y 
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 e

ne
rg

y 
ef

fic
ie

nc
y 

ev
al

ua
tio

n 
se

rv
ic
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o 

an
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rd
er

 o
r 
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lu
tio

n 
of
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 C
om

m
is

si
on

. A
n 

ga
s/

el
ec

tr
ic

al
 c

or
po

ra
tio

n 
m

ay
 d

is
cl

os
e 

C
ov

er
ed
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fo
rm
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io

n 
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 T

hi
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 P
ar

ty
 w
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t 
cu

st
om

er
 c

on
se

nt
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 w

he
n 
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ic
itl

y 
or

de
re

d 
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 d
o 

so
 b

y 
th

e 
C

om
m

is
si

on
; o

r 

b.
 f

or
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 p
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ar
y 

pu
rp

os
e 
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g 
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ie

d 
ou

t 
un

de
r 
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nt

ra
ct

 w
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nd

 o
n 

be
ha

lf 
of

 th
e 

ga
s/

el
ec

tr
ic

al
 c

or
po

ra
tio

n 
di

sc
lo

si
ng

 t
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 d
at

a;
 p

ro
vi

de
d 

th
at

 t
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 c
ov

er
ed

 e
nt

ity
 d

is
cl

os
in

g 
th

e 
da

ta
 s

ha
ll,

 b
y 

co
nt

ra
ct

, r
eq

ui
re

 th
e 

Th
ird

 P
ar

ty
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 a

gr
ee
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 a

cc
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s,
 c

ol
le

ct
, s

to
re

, u
se

, a
nd

 d
is

cl
os

e 
th

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
un
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r 
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 p
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ic
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no
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n 
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ire
m

en
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o 
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e 
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r 

w
hi
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 c

ov
er
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lf 
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d 
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r t
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s 
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di
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 b
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nt
ity

 t
ha

t r
ec

ei
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ov
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at
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m
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 c
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 d
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er

 e
nt
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 c
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pu
rp
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ov
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e 
en
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ov
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fo
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n 
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al
l, 
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 c

on
tr

ac
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 re
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ire
 t

he
 e
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ei
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ng
 t
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C
ov

er
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 In
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ov
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at
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h 
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y 
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e 
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er
m

in
at

in
g 

D
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ur
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nt
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es
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ai
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g 
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 C
om

pl
y 

w
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Pr
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A
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an
ce
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W
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n 
a 
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 In
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at
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n 
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 T
hi

rd
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 u
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, i

t 
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 c

on
tr

ac
t,

 u
nl
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s 
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e 
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e 

C
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m
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it 
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al

l b
e 
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id
er

ed
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 m
at

er
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l b
re

ac
h 

if 
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e 
Th

ird
 

P
ar

ty
 e

ng
ag

es
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 p

at
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r 
pr
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tic
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of

 a
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ng
, s
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rin

g,
 u

si
ng

 o
r d

is
cl

os
in

g 
th

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
in

 
vi

ol
at

io
n 

of
 th

e 
Th

ird
 P

ar
ty
’s

 c
on

tr
ac

tu
al

 o
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ig
at

io
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 to
 h

an
dl

e 
th

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
un

de
r 

po
lic

ie
s 
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 le

ss
 

pr
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ec
tiv

e 
th

an
 t

ho
se

 u
nd

er
 w

hi
ch

 t
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 c
ov

er
ed

 e
nt

ity
 f

ro
m

 w
hi

ch
 t
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 C

ov
er

ed
 In

fo
rm

at
io

n 
w
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iti
al

ly
 d

er
iv
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op
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 c
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ia
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e 
w

ith
 t

hi
s 

ru
le
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—
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ov
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ed
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 d
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C
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 In
fo
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at
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g 
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d 

ou
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 d
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Th
ird
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 c
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d 
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n 
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 p

at
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, s
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 u
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ng
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r 
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lo
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ov
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fo
rm

at
io

n 
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n 
of
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 T
hi

rd
 P

ar
ty

’s
 c

on
tr
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al
 o
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 r

el
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 t

o 
ha
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lin
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C

ov
er

ed
 In

fo
rm
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n,
 t
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 d

is
cl

os
in

g 
en

tit
y 

sh
al

l p
ro

m
pt

ly
 c

ea
se

 d
is
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in
g 

C
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ed

 In
fo

rm
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n 
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uc
h 

Th
ird

 P
ar
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. 

—
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er

ed
 e

nt
ity

 d
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g 

C
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rm
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 C
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Th
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 P
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a 
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 T
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 P
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 d
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or
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pr
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y 

ru
le

s,
 t
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 d

is
cl

os
in

g 
en

tit
y 

sh
al

l, 
up
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 c

us
to

m
er

 r
eq

ue
st

 o
r 

at
 t
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 C

om
m

is
si

on
’s

 d
ire

ct
io

n,
 

pr
om

pt
ly

 c
ea

se
 d

is
cl

os
in

g 
th

at
 c

us
to

m
er

’s
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fo
rm

at
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n 
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 s
uc

h 
Th

ird
 P

ar
ty

. T
he

 d
is

cl
os

in
g 

en
tit

y 
sh

al
l 

no
tif

y 
th

e 
C

om
m

is
si

on
 o

f 
an

y 
su

ch
 c
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nt

s 
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 s
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tio
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S
D
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er

 t
he

y:
 

—
de

sc
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th

e 
pr
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es
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el
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ed
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sh

ar
in

g 
P

er
so
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l 

In
fo

rm
at

io
n 
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pl

ic
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) w
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 T

hi
rd

 
P

ar
tie

s 
an

d 
th

e 
re
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on

s 
fo

r 
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fo
rm

at
io

n 
sh

ar
in

g,
 

R
ev

ie
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ed
 S

D
G

&
E
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 P
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y 
N

ot
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e 
an

d 
no

te
d 

th
at

 S
D

G
&

E
 li

m
its

 t
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 s
pe

ci
fic

 re
as

on
s 

fo
r 

sh
ar

in
g 

C
ov

er
ed

 In
fo

rm
at

io
n 

w
ith

 a
 T

hi
rd

 P
ar

ty
 to

 th
e 

fo
llo

w
in

g:
 

—
D

is
cl

os
ur

e 
to

 T
hi

rd
 P

ar
tie

s 
su

ch
 a

s 
te

ch
no

lo
gy

 p
ro

vi
de

rs
, c

on
su

lti
ng

 o
rg

an
iz

at
io

ns
, 

en
gi

ne
er

in
g 

fir
m

s 
an

d 
en

er
gy

-e
ff

ic
ie

nc
y 

pr
ov

id
er

s 
fo

r 
pr

im
ar

y 
pu

rp
os

es
 t

ha
t 

ar
e 

ne
ce

ss
ar

y 
to

 p
er

fo
rm

 e
ss

en
tia

l s
er

vi
ce

s;
 

—
D

is
cl

os
ur

e 
to

 g
ov

er
nm

en
t 

ag
en

ci
es

 a
s 

di
re

ct
ed

 b
y 

C
P

U
C

; 

—
D

is
cl

os
ur

e 
up

on
 e

xp
lic

it 
cu

st
om

er
 w

rit
te

n 
co
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en

t 
to

 r
el

ea
se

 in
fo

rm
at

io
n 

to
 a

 T
hi

rd
 

P
ar

ty
; 

—
D

is
cl

os
ur

e 
pu

rs
ua

nt
 t

o 
le

ga
l p

ro
ce

ss
es

 s
uc

h 
as

 w
ar

ra
nt

 o
r 

su
bp

oe
na

; 

—
D

is
cl

os
ur

e 
to

 e
m

er
ge

nc
y 

re
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on
de
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 t
he

 c
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e 
of

 im
m

in
en

t 
th
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at

 t
o 

lif
e 
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pr
op

er
ty

; 
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en
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Th

ird
 P

ar
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ird
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P
er

so
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l I
nf
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—
O

th
er

 d
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ed
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P
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ie
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 P
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 d
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g 

P
er

so
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nf

or
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at
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ie
s 

Th
ird

 P
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tie
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d 
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se
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hi
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 P
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tie
s 
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m

 P
er

so
na

l I
nf

or
m
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 d
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os

ed
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D
et

er
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w
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D
G

&
E
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s 
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s 
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so

na
l 
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 d
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to

 T
hi

rd
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tie
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e 
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) 
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 t
he
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e,

 
an

d 
(b

) f
or
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hi

ch
 t
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vi
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al
 h
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 p

ro
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de
d 

im
pl

ic
it 

or
 e

xp
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it 
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w
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r 
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d 
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w
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n 
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a 
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d 
to

 T
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P
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D
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&
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w
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rd
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e.

 p
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se
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g 
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m
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ie
w

, o
r 

di
sp

ut
e”

 th
ei

r 
di

sc
lo

se
d 

in
fo

rm
at

io
n.
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 c

us
to

m
er

s’
 in

fo
rm

at
io

n 
is

 in
co

rr
ec

tly
 re

co
rd

ed
 in

 
S

D
G

&
E

’s
 s

ys
te

m
, t

he
y 

ar
e 

pr
ov

id
ed

 th
e 

fo
llo

w
in

g 
co

nt
ac

t 
in

fo
rm

at
io

n 
fo

r 
co

rr
ec

tio
n:

 

—
Te

le
ph

on
e:

 1
-8

00
-4

11
-7

34
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—
E

m
ai

l: 
C

us
to

m
er

P
riv

ac
yS

up
po

rt
@

se
m

pr
au

til
iti

es
.c

om
; 

—
U

.S
. M

ai
l: 

S
D

G
&

E
, A

tt
n:

 C
us

to
m

er
 P

riv
ac

y 
P

.O
. B

ox
 1

29
83

1,
 S

an
 D

ie
go

 C
A

 9
21

12
-

98
31

. 

R
ev

ie
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D
G

&
E

’s
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si
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 P

riv
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y 
P

ol
ic

y 
an

d 
no

te
d 

th
at
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 p

ro
m

pt
s 

cu
st

om
er

s 
to

 
co

nt
ac

t 
SD

G
&

E
 s

ho
ul

d 
th

er
e 

be
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ny
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ue
st

io
ns
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 c
om

m
en

ts
: 

—
Te

le
ph

on
e:

 1
-8

00
-4

11
-S

D
G

E
; 

—
E

m
ai

l: 
in

fo
@

sd
ge

.c
om

; 

—
U

.S
. M

ai
l: 

83
30

 C
en

tu
ry

 P
ar

k 
C

ou
rt

, S
an

 D
ie

go
, C

A
 9

21
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-1
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8.
 

P
er

fo
rm

ed
 w

al
kt

hr
ou

gh
 o

f 
th

e 
se

tu
p 

pr
oc

es
s 

of
 M

y 
A

cc
ou

nt
 o

n 
S

D
G

&
E

 w
eb

si
te

 a
nd

 
no

te
d 

th
at

 b
ef

or
e 

cu
st

om
er

s 
ca

n 
cr

ea
te

 a
n 

ac
co

un
t,

 t
he

y 
m

us
t 

ch
ec

k 
a 

bo
x 

ac
kn

ow
le

dg
in

g 
th

ey
 h

av
e 

re
ad

 t
he

 M
y 

A
cc

ou
nt

 T
er

m
s 

an
d 

C
on

di
tio

ns
, w

hi
ch

 s
ta

te
s 

th
e 

cu
st

om
er

 r
ea

d 
an

d 
ag

re
ed

 t
o 

co
m

pl
y 

w
ith

 M
y 

A
cc

ou
nt

 T
er

m
s 

an
d 

C
on

di
tio

ns
 

ad
dr

es
si

ng
 t

ha
t 

it 
is

 t
he

 c
us

to
m

er
s'

 re
sp

on
si

bi
lit

y 
to

 p
ro

vi
de

 a
cc

ur
at

e 
an

d 
up

-t
o-

da
te

 
in

fo
rm

at
io

n.
 

 

D
et

er
m

in
e 

w
he

th
er

 
pr

oc
ed

ur
es

 a
re

 in
 p

la
ce

 
th

at
: 

—
ed

it 
an

d 
va

lid
at

e 
P

er
so

na
l I

nf
or

m
at

io
n 

as
 it

 is
 c

ol
le

ct
ed

, 
cr

ea
te

d,
 m

ai
nt

ai
ne

d,
 

an
d 

up
da

te
d.

 

—
sp

ec
ify

 w
he

n 
th

e 
P

er
so

na
l I

nf
or

m
at

io
n 

is
 n

o 
lo

ng
er

 v
al

id
. 

R
ev

ie
w
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 S

D
G

&
E
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 C

us
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m
er

 P
riv

ac
y 

G
ui

de
lin
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 a

nd
 n

ot
ed

 th
at

 e
m

pl
oy

ee
s 

ar
e 

pr
ov

id
ed

 p
ro

ce
du

re
s 

to
 e

ns
ur

e 
cu

st
om

er
's

 P
er

so
na

l I
nf

or
m

at
io

n 
is

 a
cc

ur
at

e 
an

d 
co

m
pl

et
e.

 If
 a

 c
us

to
m

er
 c

an
no

t 
be

 a
pp

ro
pr

ia
te

ly
 id

en
tif

ie
d 

ov
er

 t
he

 p
ho

ne
 b

y 
pr

ov
id

in
g 

hi
s 

na
m

e,
 s

er
vi

ce
 a

dd
re

ss
 o

r 
ac

co
un

t 
nu

m
be

r 
an

d 
in

 s
om

e 
in

st
an

ce
s 

hi
s 

so
ci

al
 s

ec
ur

ity
 

nu
m

be
r,

 t
he

 c
us

to
m

er
 m

us
t 

be
 a

ut
he

nt
ic

at
ed

 in
 p

er
so

n 
by

 s
ub

m
itt

in
g 

va
lid

 p
ic

tu
re

 ID
 in

 
a 

B
ra

nc
h 

O
ff

ic
e.

 

M
et

 w
ith

 M
an

ag
er

, A
ud

it 
S

er
vi

ce
s,

 a
nd

 w
as

 in
fo

rm
ed

 t
ha

t 
S

D
G

&
E

 p
riv

ac
y 

an
d 

se
cu

rit
y 

ar
e 

su
bj

ec
t t

o 
in

te
rn

al
 a

ud
its

. B
us

in
es

s 
co

nt
ro

l i
ss

ue
s 

ar
e 

id
en

tif
ie

d 
an

d 
m

an
ag

em
en

t 
co

rr
ec

tiv
e 

ac
tio

ns
 a

re
 p

ro
vi

de
d 

w
ith

 it
em

s 
to

 re
so

lv
e.
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d 
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an
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C
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ct
iv

e 
A

ct
io

ns
 in
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sp

on
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bu
si

ne
ss

 c
on

tr
ol

s 
is

su
es

 id
en

tif
ie

d 
du

rin
g 

au
di

ts
 re

la
te

d 
to

 d
at

a 
pr

iv
ac

y 
an

d 
no

te
d 

th
at

 
bu

si
ne

ss
 c

on
tr

ol
 is

su
es

 w
er

e 
tr

ac
ke

d 
to

 c
lo

su
re

 b
y 

A
ud

it 
S

er
vi

ce
s.
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M
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t 
P

ol
ic

y
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ai
la

bl
e 

to
 e

m
pl

oy
ee

s 
an

d 
no

te
d 

th
at

 e
m

pl
oy

ee
s 

m
us

t 
ce

rt
ify

 t
he

y 
re

ad
 t

hi
s 

po
lic

y 
an

d 
m

an
ag

e 
as

 w
el

l a
s 

di
sp

os
e 

of
 

in
fo

rm
at

io
n 

ac
co

rd
in

gl
y.

 

In
sp

ec
t 

sa
m

pl
e 

ev
id

en
ce

 
to

 e
ns

ur
e 

th
at

 
pr

oc
ed

ur
es

 a
re

 in
 p

la
ce

 
th

at
 h

el
p 

en
su

re
 P

er
so

na
l 

In
fo

rm
at

io
n 

is
 s

uf
fic

ie
nt

ly
 

re
le

va
nt

 f
or

 t
he

 p
ur

po
se

s 
fo

r 
w

hi
ch

 it
 is

 t
o 

be
 u

se
d 

an
d 

to
 m

in
im

iz
e 

th
e 

po
ss

ib
ili

ty
 t

ha
t 

in
ap

pr
op

ria
te

 in
fo

rm
at

io
n 

is
 u

se
d 

to
 m

ak
e 

bu
si

ne
ss

 
de

ci
si

on
s 

ab
ou

t 
th

e 
in

di
vi

du
al

. 

4.
R

ev
ie

w
ed

 S
D

G
&

E
’s

 C
us

to
m

er
 P

riv
ac

y 
G

ui
de

lin
es

 a
nd

 n
ot

ed
 th

at
 P

er
so

na
lly

 Id
en

tif
ia

bl
e 

In
fo

rm
at

io
n 

(P
II)

 s
ho

ul
d 

be
 re

le
va

nt
 t

o 
th

e 
pu

rp
os

e 
fo

r w
hi

ch
 it

 is
 c

ol
le

ct
ed

 a
nd

 s
ho

ul
d 

be
 

ac
cu

ra
te

, c
om

pl
et

e 
an

d 
cu

rr
en

t 
as

 n
ee

de
d 

fo
r t

ha
t 

pu
rp

os
e.

 P
II 

sh
ou

ld
 o

nl
y 

be
 k

ep
t 

fo
r 

th
e 

le
ng

th
 o

f t
im

e 
ne

ce
ss

ar
y 

to
 a

cc
om

pl
is

h 
th

e 
sp

ec
ifi

ed
 p

ur
po

se
 fo

r 
w

hi
ch

 it
 w

as
 

co
lle

ct
ed

 o
r 

as
 r

eq
ui

re
d 

by
 la

w
, r

eg
ul

at
io

n 
or

 c
ur

re
nt

 re
co

rd
 r

et
en

tio
n 

gu
id

el
in

es
.  
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C
P

U
C

 R
U

LE
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 –
 D

at
a 

se
cu

ri
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O
ve

ra
ll 

C
o

n
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u
si

o
n

 

O
n

e 
ex

ce
p

ti
o

n
 n

o
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d
: 

—
C

om
pu

te
rs

 u
se

d 
by

 c
us

to
m

er
s 

as
 k

io
sk

s 
fo

r 
pu

rp
os

es
 o

f 
ac

ce
ss

in
g 

M
y 

A
cc

ou
nt

 a
t 

th
e 

br
an

ch
 o

ff
ic

es
 d

o 
no

t 
ut

ili
ze

 p
riv

ac
y 

sc
re

en
s 

or
 a

n 
au

to
m

at
ic

 lo
go

ff
 f

ea
tu

re
. C

ov
er

ed
 In

fo
rm

at
io

n 
in

cl
ud

in
g 

ac
co

un
t 

nu
m

be
rs

, 
pa

ss
w

or
ds

, a
nd

 M
y 

A
cc

ou
nt

 a
re

 s
us

ce
pt

ib
le

 t
o 

sh
ou

ld
er

-s
ur

fin
g 

an
d 

se
ss

io
n 

hi
ja

ck
in

g 
if 

a 
us

er
 f

ai
ls

 t
o 

m
an

ua
lly

 t
er

m
in

at
e 

th
e 

se
ss

io
n.

 

C
P

U
C

 R
u

le
 8

 
R

u
le

 
d

es
cr

ip
ti

o
n

 

G
en

er
al

ly
: 

C
ov

er
ed

 e
nt

iti
es

 s
ha

ll 
im

pl
em

en
t 

re
as

on
ab

le
 a

dm
in

is
tr

at
iv

e,
 t

ec
hn

ic
al

, a
nd

 p
hy

si
ca

l s
af

eg
ua

rd
s 

to
 p

ro
te

ct
 

C
ov

er
ed

 In
fo

rm
at

io
n 

fr
om

 u
na

ut
ho

riz
ed

 a
cc

es
s,

 d
es

tr
uc

tio
n,

 u
se

, m
od

ifi
ca

tio
n,

 o
r 

di
sc

lo
su

re
. 

a 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 h
as

 d
oc

um
en

te
d 

po
lic

ie
s 

ad
dr

es
si

ng
 

se
cu

rit
y 

pr
ov

is
io

ns
 f

or
 

C
ov

er
ed

 In
fo

rm
at

io
n 

in
cl

ud
in

g:
 

—
R

is
k 

as
se

ss
m

en
t 

an
d 

tr
ea

tm
en

t 

—
S

ec
ur

ity
 p

ol
ic

y 

—
O

rg
an

iz
at

io
n 

of
 

in
fo

rm
at

io
n 

S
ec

ur
ity

 

—
A

ss
et

 m
an

ag
em

en
t 

—
H

um
an

 r
es

ou
rc

es
 

se
cu

rit
y 

—
P

hy
si

ca
l a

nd
 

en
vi

ro
nm

en
ta

l 
se

cu
rit

y 

1.
R

ev
ie

w
ed

 In
fo

rm
at

io
n 

S
ec

ur
ity

 P
ol

ic
y 

Fr
am

ew
or

k 
an

d 
no

te
d 

th
at

, i
n 

ad
di

tio
n 

to
 t

he
 

In
fo

rm
at

io
n 

S
ec

ur
ity

 P
ol

ic
y 

an
d 

A
cc

ep
ta

bl
e 

U
se

 P
ol

ic
y,

 s
ev

er
al

 a
dd

iti
on

al
 s

ec
ur

ity
 

po
lic

ie
s 

an
d 

st
an

da
rd

s 
ex

is
t 

to
 p

ro
te

ct
 c

om
pa

ny
 s

en
si

tiv
e 

in
fo

rm
at

io
n.
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—
C

om
m

un
ic
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ns
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nd
 

op
er
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ns
 

m
an
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en
t 

—
A

cc
es

s 
co

nt
ro

l 

—
In

fo
rm
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io

n 
sy

st
em

s 
ac

qu
is

iti
on

, 
de

ve
lo

pm
en

t,
 a

nd
 

m
ai

nt
en

an
ce

 

—
In

fo
rm

at
io

n 
se

cu
rit

y 
in

ci
de

nt
 

m
an

ag
em

en
t 

—
B

us
in

es
s 

co
nt

in
ui

ty
 

m
an

ag
em

en
t 

—
C

om
pl

ia
nc

e 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

’s
 p

riv
ac

y 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 c
ov

er
 

pr
ot

ec
tio

n 
of

 e
le

ct
ro

ni
c 

an
d 

pr
in

t 
m

ed
ia

 
co

nt
ai

ni
ng

 C
ov

er
ed

 
In

fo
rm

at
io

n 
fr

om
 

un
au

th
or

iz
ed

 a
cc

es
s,

 
de

st
ru

ct
io

n,
 u

se
 

m
od

ifi
ca

tio
n 

or
 

di
sc

lo
su

re
. 

R
ev

ie
w

ed
 In

fo
rm
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io

n 
S

ec
ur

ity
 P

ol
ic

y,
 A

cc
ep

ta
bl

e 
U

se
 P

ol
ic

y,
 a

nd
 In

fo
rm

at
io

n 
S

ec
ur

ity
 

S
ta

nd
ar

d 
an

d 
no

te
d 

th
at

 t
og

et
he

r 
th

ey
 a

dd
re

ss
 th

e 
pr

ot
ec

tio
n 

of
 e

le
ct

ro
ni

c 
an

d 
pr

in
t 

m
ed

ia
 f

ro
m

 u
na

ut
ho

riz
ed

 a
cc

es
s,

 d
es

tr
uc

tio
n,

 u
se

, m
od

ifi
ca

tio
n 

or
 d

is
cl

os
ur

e.
 

R
ev

ie
w

ed
 D

at
a 

D
es

tr
uc

tio
n 

an
d 

M
ed

ia
 S

an
iti

za
tio

n 
G

ui
de

lin
es

 a
nd

 n
ot

ed
 t

ha
t 

el
ec

tr
on

ic
 

an
d 

pr
in

t 
m

ed
ia

 c
at

eg
or

ie
s 

ar
e 

de
fin

ed
 a

nd
 s

ub
je

ct
 t

o 
sp

ec
ifi

ed
 d

at
a 

st
or

ag
e 

lo
ca

tio
ns

, 
da

ta
 r

et
en

tio
n 

pe
rio

ds
, d

es
tr

uc
tio

n 
m

et
ho

d 
gu

id
el

in
es

, s
an

iti
za

tio
n 

gu
id

el
in

es
, a

nd
 

re
co

rd
ke

ep
in

g.
 

P
er

fo
rm

ed
 a

 w
al

kt
hr

ou
gh

 o
f 

ke
y 

fa
ci

lit
ie

s 
su

ch
 a

s 
th

e 
C

us
to

m
er

 C
on

ta
ct

 C
en

te
r,

 th
e 

P
ro

du
ct

io
n 

D
at

ac
en

te
r 

an
d 

B
ra

nc
h 

O
ff

ic
es

, a
nd

 n
ot

ed
 t

ha
t 

C
ov

er
ed

 In
fo

rm
at

io
n 

is
 

sa
fe

gu
ar

de
d 

fr
om

 u
na

ut
ho

riz
ed

 a
cc

es
s,

 d
es

tr
uc

tio
n,

 u
se

, m
od

ifi
ca

tio
n,

 a
nd

 d
is

cl
os

ur
e 

us
in

g 
a 

co
m

bi
na

tio
n 

of
 p

hy
si

ca
l c

on
tr

ol
s,

 s
uc

h 
as

 r
es

tr
ic

te
d 

ar
ea

s 
w

ith
 b

ad
ge

 a
cc

es
s 

re
ad

er
s,

 a
nd

 t
ec

hn
ic

al
 c

on
tr

ol
s,

 s
uc

h 
as

 u
se

r 
se

cu
rit

y 
gr

ou
ps

, l
og

gi
ng

 a
nd

 m
on

ito
rin

g.
 

C
le

an
 d

es
k 

po
lic

ie
s 

ar
e 

en
fo

rc
ed

 a
nd

 th
er

e 
ar

e 
se

cu
re

 b
in

s 
lo

ca
te

d 
th

ro
ug

ho
ut

 th
e 

fa
ci

lit
ie

s 
in

 w
hi

ch
 s

en
si

tiv
e 

in
fo

rm
at

io
n 

ca
n 

be
 d

is
ca

rd
ed

 a
nd

 la
te

r 
sh

re
dd

ed
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to
m

er
 

pr
iv

ac
y,

 H
R

 r
ec

or
ds

 b
re

ac
h,

 S
C

A
D

A
 c

on
tr

ol
s,

 e
tc

. T
he

se
 a

ct
iv

iti
es

 a
re

 s
ch

ed
ul

ed
 b

as
ed

 
on

 e
m

er
gi

ng
 p

rio
rit

ie
s 

an
d 

w
he

n 
de

em
ed

 n
ec

es
sa

ry
. 

 

D
et

er
m

in
e 

w
he

th
er

 t
he

 
C

om
pa

ny
’s

 m
an

ag
em

en
t 

ha
s 

ad
eq

ua
te

ly
 r

ev
ie

w
ed

 
th

e 
in

ci
de

nt
 r

ev
ie

w
 

pr
oc

es
s 

in
 p

la
ce

. 

R
ev

ie
w

ed
 P

er
so

na
l I

nf
or

m
at

io
n 

B
re

ac
h 

an
d 

N
ot

ifi
ca

tio
n 

R
es

po
ns

e 
P

la
n 

– 
P

II 
an

d 
no

te
d 

th
at

 it
 in

cl
ud

es
 v

ar
io

us
 p

ro
ce

du
re

s 
an

d 
re

fe
re

nc
es

 fo
r 

"in
ci

de
nt

s 
of

 u
na

ut
ho

riz
ed

 
ac

qu
is

iti
on

 o
f 

un
en

cr
yp

te
d 

P
er

so
na

l I
nf

or
m

at
io

n 
of

 C
al

ifo
rn

ia
 re

si
de

nt
s"

. T
he

 p
ro

ce
du

re
 

w
as

 a
pp

ro
ve

d 
by

 m
an

ag
em

en
t 

an
d 

ef
fe

ct
iv

e 
as

 o
f 

3/
9/

20
16

. T
he

re
 is

 a
ls

o 
a 

m
as

te
r 

co
nt

ac
t 

lis
t 

an
d 

a 
no

tif
ic

at
io

n 
an

d 
re

po
rt

in
g 

pr
oc

ed
ur

e.
 

R
ev

ie
w

ed
 a

 li
st

 o
f 

sp
ec

ifi
c 

in
ci

de
nt

 re
sp

on
se

 p
la

ns
 f

or
 v

ar
io

us
 e

ve
nt

s 
an

d 
no

te
d 

th
at

 
th

ey
 a

lig
n 

to
 t

he
 o

ve
ra

ll 
C

yb
er

 S
ec

ur
ity

 In
ci

de
nt

 R
es

po
ns

e 
P

ro
ce

du
re

. T
he

re
 a

re
 s

pe
ci

fic
 

pl
an

s 
fo

r e
ve

nt
s 

su
ch

 a
s 

ex
er

ci
se

 s
ca

nn
in

g 
ne

tw
or

k 
de

fe
ns

e 
te

st
in

g,
 f

al
se

 p
os

iti
ve

s,
 

un
au

th
or

iz
ed

 a
cc

es
s,

 s
ec

ur
ity

 p
ol

ic
y 

vi
ol

at
io

ns
, d

en
ia

l-o
f-

se
rv

ic
e,

 p
oo

r 
se

cu
rit

y 
pr

ac
tic

e,
 

re
co

nn
ai

ss
an

ce
 s

ca
nn

in
g 

pr
ob

in
g,

 m
al

ic
io

us
 c

od
e,

 a
nd

 P
II.
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t 

p
ro

ce
d

u
re

s 
A
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E

xc
ep

ti
o

n
s 

R
ev

ie
w

ed
 a

 r
ep

or
t o

n 
ke

y 
ris

k 
in

di
ca

to
rs

w
hi

ch
 t

ra
ck

s 
m

et
ric

s 
ab

ou
t 

in
ci

de
nt

s 
ov

er
 ti

m
e 

fo
r 

m
an

ag
em

en
t t

o 
re

vi
ew

 a
nd

 a
ct

 o
n.

 M
et

ric
s 

in
cl

ud
e 

th
in

gs
 s

uc
h 

as
 t

he
 n

um
be

r o
f 

cr
iti

ca
l a

nd
 h

ig
h 

se
ve

rit
y 

in
ci

de
nt

s,
 th

e 
pe

rc
en

ta
ge

 c
lo

se
d 

an
d 

op
en

ed
, a

nd
 m

or
e.

 

D
et

er
m

in
e 

w
he

th
er

 t
he

 
C

om
pa

ny
 c

an
 p

er
fo

rm
 

fo
re

ns
ic

 a
na

ly
si

s 
in

 t
he

 
in

st
an

ce
 o

f 
a 

C
us

to
m

er
 

P
II 

br
ea

ch
. 

M
et

 w
ith

 M
an

ag
er

, I
nf

or
m

at
io

n 
Se

cu
rit

y,
 a

nd
 w

as
 in

fo
rm

ed
 t

ha
t f

or
en

si
cs

 c
an

 b
e 

pe
rf

or
m

ed
 in

 th
e 

ev
en

t 
of

 a
 c

us
to

m
er

 P
II 

br
ea

ch
. F

ur
th

er
, t

he
re

 is
 a

 c
on

tr
ac

t 
in

 p
la

ce
 in

 
ca

se
 T

hi
rd

 P
ar

ty
 fo

re
ns

ic
 a

ss
is

ta
nc

e 
is

 n
ee

de
d.

 

 

In
sp

ec
t 

sa
m

pl
e 

ev
id

en
ce

 
of

 b
re

ac
h 

in
ci

de
nt

s 
fo

r 
th

e 
la

st
 1

2 
m

on
th

s.
 

4.
R

ev
ie

w
ed

 a
 s

am
pl

e 
pr

iv
ac

y 
in

ci
de

nt
 in

vo
lv

in
g 

cu
st

om
er

 in
fo

rm
at

io
n 

an
d 

no
te

d 
th

e 
in

ve
st

ig
at

io
n 

pr
oc

es
s 

us
es

 a
 b

ui
lt-

in
 w

or
kf

lo
w

 w
ith

in
 th

e 
eG

R
C

 t
oo

l a
nd

 in
cl

ud
es

 
at

tr
ib

ut
es

 s
uc

h 
as

 t
he

 d
es

cr
ip

tio
n,

 s
ev

er
ity

, j
us

tif
ic

at
io

n,
 c

as
e 

nu
m

be
r, 

st
at

us
, l

eg
al

 
in

te
rp

re
ta

tio
n,

 w
he

th
er

 o
r 

no
t 

C
E

U
D

 w
as

 in
vo

lv
ed

, s
up

po
rt

in
g 

do
cu

m
en

ta
tio

n,
 c

as
e 

lo
gs

, 
an

d 
ot

he
r 

ac
tio

ns
. I

nf
or

m
at

io
n 

S
ec

ur
ity

, L
aw

 D
ep

ar
tm

en
t,

 a
nd

 O
ff

ic
e 

of
 C

us
to

m
er

 
P

riv
ac

y 
ar

e 
ab

le
 to

 c
ol

la
bo

ra
te

 in
 th

e 
to

ol
 u

nt
il 

in
 th

e 
in

ci
de

nt
 is

 c
lo

se
d.
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P
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u

le
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R
u

le
 

d
es

cr
ip

ti
o

n
 

A
n

n
u

al
 R

ep
o

rt
 o

f 
B

re
ac

h
es

: 

In
 a

dd
iti

on
, g

as
/e

le
ct

ric
al

 c
or

po
ra

tio
ns

 s
ha

ll 
fil

e 
an

 a
nn

ua
l r

ep
or

t 
w

ith
 t

he
 C

om
m

is
si

on
’s

 E
xe

cu
tiv

e 
D

ire
ct

or
, 

co
m

m
en

ci
ng

 w
ith

 t
he

 c
al

en
da

r 
ye

ar
 2

01
2,

 t
ha

t 
is

 d
ue

 w
ith

in
 1

20
 d

ay
s 

of
 t

he
 e

nd
 o

f 
th

e 
ca

le
nd

ar
 y

ea
r 

an
d 

no
tif

ie
s 

th
e 

C
om

m
is

si
on

 o
f 

al
l s

ec
ur

ity
 b

re
ac

he
s 

w
ith

in
 t

he
 c

al
en

da
r 

ye
ar

 a
ff

ec
tin

g 
C

ov
er

ed
 In

fo
rm

at
io

n,
 w

he
th

er
 

by
 t

he
 c

ov
er

ed
 g

as
/e

le
ct

ric
al

 c
or

po
ra

tio
n 

or
 b

y 
a 

Th
ird

 P
ar

ty
. 

c 

A
ss

es
sm

en
t 

p
ro

ce
d

u
re

s 
A

ss
es

sm
en

t 
re

su
lt

s 
E

xc
ep

ti
o

n
s 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 t
ra

ck
s 

th
e 

re
po

rt
in

g 
re

qu
ire

m
en

t 
an

d 
as

si
gn

s 
co

m
pl

ia
nc

e 
to

 t
he

 a
pp

ro
pr

ia
te

 
de

pa
rt

m
en

t.
 

M
et

 w
ith

 M
an

ag
er

, O
ff

ic
e 

of
 C

us
to

m
er

 P
riv

ac
y,

 a
nd

 w
as

 in
fo

rm
ed

 th
at

 S
D

G
&

E
’s

 O
ff

ic
e 

of
 C

us
to

m
er

 P
riv

ac
y 

is
 r

es
po

ns
ib

le
 f

or
 c

ol
le

ct
in

g 
in

fo
rm

at
io

n 
fr

om
 v

ar
io

us
 b

us
in

es
s 

un
its

 t
o 

po
pu

la
te

 t
he

 C
P

U
C

 A
nn

ua
l P

riv
ac

y 
R

ep
or

t.
 

R
ev

ie
w

ed
 P

ro
ce

du
re

 fo
r 

S
et

tin
g 

U
p 

A
nn

ua
l P

riv
ac

y 
R

ep
or

t 
an

d 
no

te
d 

th
at

 O
ff

ic
e 

of
 

C
us

to
m

er
 P

riv
ac

y 
co

lle
ct

s 
m

et
ric

s 
fr

om
 v

ar
io

us
 b

us
in

es
s 

un
its

 t
hr

ou
gh

 e
m

ai
l 

co
m

m
un

ic
at

io
ns

 t
o 

co
m

pi
le

 S
D

G
&

E
’s

 A
nn

ua
l P

riv
ac

y 
R

ep
or

t.
 O

nc
e 

co
m

pi
le

d,
 t

he
 d

ra
ft

 
re

po
rt

 is
 c

irc
ul

at
ed

 to
 S

D
G

&
E

’s
 P

riv
ac

y 
C

om
m

itt
ee

 f
or

 r
ev

ie
w

. T
he

 r
ev

ie
w

ed
 d

ra
ft

 
re

po
rt

 is
 th

en
 p

re
se

nt
ed

 t
o 

S
D

G
&

E
 R

eg
ul

at
or

y 
D

ep
ar

tm
en

t f
or

 fi
na

l r
ev

is
io

n 
an

d 
su

bm
is

si
on

 t
o 

th
e 

C
PU

C
. 

R
ev

ie
w

ed
 s

am
pl

e 
em

ai
l c

om
m

un
ic

at
io

n 
se

nt
 b

y 
O

ff
ic

e 
of

 C
us

to
m

er
 P

riv
ac

y 
to

 c
ol

le
ct

 
in

fo
rm

at
io

n 
fo

r S
D

G
&

E
’s

 A
nn

ua
l P

riv
ac

y 
R

ep
or

t 
an

d 
no

te
d 

th
is

 p
ro

ce
ss

 w
as

 f
ol

lo
w

ed
 

du
rin

g 
th

e 
co

ve
re

d 
pe

rio
d.

  

 

D
et

er
m

in
e 

w
he

th
er

 
S

D
G

&
E

 f
ile

d 
its

 A
nn

ua
l 

P
riv

ac
y 

R
ep

or
t 

to
 t

he
 

C
P

U
C

 a
s 

re
qu

ire
d 

by
 t

he
 

P
riv

ac
y 

D
ec

is
io

ns
. 

R
ev

ie
w

ed
 S

D
G

&
E

’s
 2

01
6 

A
nn

ua
l P

riv
ac

y 
R

ep
or

t 
an

d 
no

te
d 

th
at

 it
 w

as
 fi

le
d 

on
 A

pr
il 

30
, 

20
17

 t
o 

th
e 

C
P

U
C

 b
y 

D
ire

ct
or

, R
eg

ul
at

or
y 

A
ff

ai
rs

. T
he

 re
po

rt
 id

en
tif

ie
d 

tw
o 

re
po

rt
ed

 
pr

iv
ac

y 
br

ea
ch

es
 a

ff
ec

tin
g 

C
ov

er
ed

 In
fo

rm
at

io
n 

w
ith

in
 2

01
6 

ca
le

nd
ar

 y
ea

r. 

R
ev

ie
w

ed
 d

oc
um

en
ta

tio
n 

re
la

te
d 

to
 t

w
o 

re
po

rt
ed

 p
riv

ac
y 

br
ea

ch
es

 a
nd

 n
ot

ed
 t

ha
t 

de
ta

ile
d 

re
po

rt
s 

de
sc

rib
in

g 
th

e 
in

ci
de

nt
s 

an
d 

re
so

lu
tio

n 
to

 t
he

 in
ci

de
nt

s 
w

er
e 

dr
af

te
d 

by
 

In
fo

rm
at

io
n 

S
ec

ur
ity

 a
nd

 r
ev

ie
w

ed
 a

nd
 a

pp
ro

ve
d 

by
 b

ot
h 

SD
G

&
E

 O
ff

ic
e 

of
 C

us
to

m
er

 
P

riv
ac

y 
an

d 
S

D
G

&
E

 L
aw

 D
ep

ar
tm

en
t. 
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 A

cc
o

u
n

ta
b

ili
ty

 a
n

d
 a

u
d

it
in

g
 

O
ve

ra
ll 

C
o

n
cl

u
si

o
n

 

T
h

re
e 

ex
ce

p
ti

o
n

s 
n

o
te

d
: 

—
S

D
G

&
E

 p
ro

vi
de

s 
co

m
pa

ny
-w

id
e 

tr
ai

ni
ng

s 
th

at
 r

ef
er

en
ce

 p
ro

ce
du

re
s 

to
 s

af
eg

ua
rd

 c
us

to
m

er
 in

fo
rm

at
io

n,
 

in
cl

ud
in

g 
en

er
gy

 u
sa

ge
 in

fo
rm

at
io

n.
 H

ow
ev

er
, t

he
se

 t
ra

in
in

gs
 d

o 
no

t 
ou

tli
ne

 s
pe

ci
fic

 g
ui

da
nc

e 
to

 s
af

eg
ua

rd
 

C
ov

er
ed

 In
fo

rm
at

io
n.

 

—
C

ov
er

ed
 In

fo
rm

at
io

n 
is

 in
cl

ud
ed

 in
 p

riv
ac

y 
tr

ai
ni

ng
 t

ar
ge

te
d 

fo
r 

gr
ou

ps
 w

ith
 a

cc
es

s 
to

 C
ov

er
ed

 In
fo

rm
at

io
n,

 
ho

w
ev

er
 it

 is
 n

ot
 c

on
si

st
en

tly
 r

ol
le

d 
ou

t 
to

 n
ew

 e
m

pl
oy

ee
s 

hi
re

d 
af

te
r 

th
e 

tr
ai

ni
ng

 w
as

 in
iti

al
ly

 la
un

ch
ed

. 

—
M

an
ag

em
en

t 
di

d 
no

t 
pr

ov
id

e 
C

ov
er

ed
 In

fo
rm

at
io

n 
tr

ai
ni

ng
 t

o 
ce

rt
ai

n 
co

nt
ra

ct
or

s 
w

ith
 a

cc
es

s 
to

 C
ov

er
ed

 
In

fo
rm

at
io

n.
 C

on
tr

ac
to

r’
s 

ob
lig

at
io

n 
to

 p
ro

te
ct

 c
us

to
m

er
 p

riv
ac

y 
is

 m
an

ag
ed

 t
hr

ou
gh

 c
on

tr
ac

tin
g 

pr
ov

is
io

ns
. 
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R
u

le
 

d
es

cr
ip

ti
o

n

A
va

ila
b

ili
ty

: 

C
ov

er
ed

 e
nt

iti
es

 s
ha

ll 
be

 a
cc

ou
nt

ab
le

 f
or

 c
om

pl
yi

ng
 w

ith
 t

he
 r

eq
ui

re
m

en
ts

 h
er

ei
n,

 a
nd

 m
us

t 
m

ak
e 

av
ai

la
bl

e 
to

 
th

e 
C

om
m

is
si

on
 u

po
n 

re
qu

es
t 

or
 a

ud
it:

 

(1
) t

he
 p

riv
ac

y 
no

tic
es

 t
ha

t 
th

ey
 p

ro
vi

de
 t

o 
cu

st
om

er
s,

 

(2
) t

he
ir 

in
te

rn
al

 p
riv

ac
y 

an
d 

da
ta

 s
ec

ur
ity

 p
ol

ic
ie

s,
 

(3
) t

he
 c

at
eg

or
ie

s 
of

 a
ge

nt
s,

 c
on

tr
ac

to
rs

 a
nd

 o
th

er
 T

hi
rd

 P
ar

tie
s 

to
 w

hi
ch

 t
he

y 
di

sc
lo

se
 C

ov
er

ed
 In

fo
rm

at
io

n 
fo

r 
a 

pr
im

ar
y 

pu
rp

os
e,

 t
he

 id
en

tit
ie

s 
of

 a
ge

nt
s,

 c
on

tr
ac

to
rs

 a
nd

 o
th

er
 T

hi
rd

 P
ar

tie
s 

to
 w

hi
ch

 t
he

y 
di

sc
lo

se
 C

ov
er

ed
 

In
fo

rm
at

io
n 

fo
r 

a 
se

co
nd

ar
y 

pu
rp

os
e,

 t
he

 p
ur

po
se

s 
fo

r 
w

hi
ch

 a
ll 

su
ch

 in
fo

rm
at

io
n 

is
 d

is
cl

os
ed

, i
nd

ic
at

in
g 

fo
r 

ea
ch

 
ca

te
go

ry
 o

f 
di

sc
lo

su
re

 w
he

th
er

 it
 is

 f
or

 a
 p

rim
ar

y 
pu

rp
os

e 
or

 a
 s

ec
on

da
ry

 p
ur

po
se

. (
A

 c
ov

er
ed

 e
nt

ity
 s

ha
ll 

re
ta

in
 

an
d 

m
ak

e 
av

ai
la

bl
e 

to
 t

he
 C

om
m

is
si

on
 

up
on

 r
eq

ue
st

 in
fo

rm
at

io
n 

co
nc

er
ni

ng
 w

ho
 h

as
 r

ec
ei

ve
d 

C
ov

er
ed

 In
fo

rm
at

io
n 

fr
om

 t
he

 c
ov

er
ed

 e
nt

ity
.),

 a
nd

 

(4
) c

op
ie

s 
of

 a
ny

 s
ec

on
da

ry
-u

se
 a

ut
ho

riz
at

io
n 

fo
rm

s 
by

 w
hi

ch
 t

he
 c

ov
er

ed
 p

ar
ty

 s
ec

ur
es

 c
us

to
m

er
 a

ut
ho

riz
at

io
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m
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 M
an

ag
er

, O
ff
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to
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riv
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rm
ed
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G
&
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 P
riv
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y 
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ni
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fo
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 C
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er
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 In
fo

rm
at

io
n.
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ev
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 c
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le
d 
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t t
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ne

w
 e
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d 
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r t
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w
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 la
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. 

S
ee

 C
P

U
C
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r 
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C
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er
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at
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ac
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et
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r 
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ou
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C
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t 
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t 
em
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s 
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d 
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ra
ct

or
s 

ha
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m
pl

et
ed

 p
riv
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y 
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d 

se
cu

rit
y 

tr
ai

ni
ng

 
re

qu
ire

m
en

ts
  

(e
.g

., 
tr

ai
ni

ng
 lo

gs
, 

ce
rt

ifi
ca

tio
ns

 o
f 

co
m

pl
ia

nc
e,

 e
tc
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M
et

 w
ith

 M
an

ag
er

, O
ff

ic
e 

of
 C

us
to

m
er

 P
riv

ac
y,

 a
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 c
on

fir
m

ed
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e 
tr

ai
ni

ng
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ff
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be
lo

w
. C

om
pl

et
io

n 
of

 m
an

da
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ry
 tr
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ni

ng
s 
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 e

nf
or

ce
d 

an
d 
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pl

ia
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e 
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 e
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al
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ed
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ro

ug
h 
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e 

em
pl

oy
ee
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in
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s 
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it 

di
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ct
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 m
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e 
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m
pl

ia
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e.
 

Th
er

e 
ar

e 
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e 

em
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oy
ee
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ng
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w
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 S
D

G
&

E
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se
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m
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D
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&
E

 C
us

to
m

er
 P

riv
ac

y 
– 

ta
rg

et
ed

 fo
r 

SD
G

&
E
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m
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 C
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er
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w
ar
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D
G

&
E
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m
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s;
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ra
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– 

m
an
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D

G
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E
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m
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, C
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 c
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 c
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 c
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e 
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k 
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m
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 c
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y 
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e 
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m
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 c
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r 
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b 
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ep
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, d
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g 
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m

en
t 

an
d 
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e 
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 c
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pl
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n.

 

4.
f.

R
ev

ie
w

ed
 S

em
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s 

S
up
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r 
C
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e 

of
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 a
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ot
ed
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t 
it 

ou
tli

ne
s 
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ie
s 
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ga

rd
in

g 
in
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rm

at
io

n 
pr

ot
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n 

an
d 
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nf

id
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—
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 s
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ed
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s 
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ro
ug

h 
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on
ic
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r 
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 m
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S
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a 
E

ne
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y’
s 
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n-
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ic
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at
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n 
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 p
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 S
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pr
a 

E
ne

rg
y-
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d 

w
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 t

he
 

in
fo

rm
at

io
n 

m
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nl

y 
be

 u
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d 
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r 
S
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pr

a 
E

ne
rg

y 
bu

si
ne
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; 

—
N

on
-p

ub
lic

 in
fo

rm
at

io
n 

pr
ov

id
ed

 b
y 

S
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pr
a 

E
ne

rg
y 

an
d/
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s 
bu

si
ne
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 p
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er
s 
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d 
in
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m
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d 
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, c
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m
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m
pl
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ee

 o
r 

ot
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n;

 

—
N
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-p

ub
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 in
fo
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at

io
n 

ac
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ed

 b
y 

su
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lie
rs

 m
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t 
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m

ite
d 
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 o

nl
y 
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fo
rm
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io

n 
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eq

ui
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 c
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tr
ac

te
d 

w
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k;
 

M
an

ag
em

en
t 

di
d 
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t 

pr
ov
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e 

C
ov

er
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fo
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at
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ni
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w
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C

ov
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In
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rm
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n.

 
C
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s 
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at
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st
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er
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m
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ra
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g 
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n 
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it 
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 p
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f 
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 b
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m
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e 
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o 
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op
le
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E
ne

rg
y’

s 
co
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id
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lit
y 
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e 

a 
le
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at
e 
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w
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—
N
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n 

co
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d 
in
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ni
c 
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 p
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 m
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—
S
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 d
o 
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t 

m
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e 
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m
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r 
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e 
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y 

in
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al
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S
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E
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an
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m
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 p
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, p
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l b
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s 
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 o

r 
ot
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r 
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m

 o
r 
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a 

E
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y 
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E
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pl
oy
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t 
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e 
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d 
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n 
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t 
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S
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a 

E
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ai

ni
ng

 r
eq

ui
re

d 
of

 T
hi

rd
 

P
ar

tie
s 

ac
ce

ss
in

g 
C

ov
er

ed
 In

fo
rm

at
io

n 
in

 
or

de
r 

to
 d

et
er

m
in

e 
w

he
th

er
 t

he
y 

ar
e 

ad
eq

ua
te

ly
 e

qu
ip

pe
d 

to
 

ha
nd

le
 C

ov
er

ed
 

In
fo

rm
at

io
n.

 

5.
a.

M
et

 w
ith

 P
or

tf
ol

io
 M

an
ag

er
, I

T/
Te

le
co
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at
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G
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at
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 d
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de
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r 
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 p
la

ce
 f

or
 T

hi
rd

 P
ar

tie
s.

 S
D

G
&

E
 re

lie
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l r
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at
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w
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n 
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 d
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a 
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d 
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e 

co
ns

eq
ue

nc
es

 o
f 

im
pr

op
er

 d
is

cl
os

ur
e.

 

5.
c.

R
ev
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gr
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en
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d 
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ey
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d 
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 d
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ur
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 b
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h 

pr
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nd
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s 
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 p
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en
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ne
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d.
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m
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e 
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ex
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en
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s 
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d 
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d 
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 c
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 r
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 c
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e 
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e 

fo
re

go
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 C
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 s
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e 
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Th
e 

co
nt

ra
ct

s 
al

so
 in

cl
ud

e 
th

e 
fo

llo
w

in
g 

pr
ov

is
io

ns
: 

—
D

is
cl

os
ur

e 
of

 n
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ub

lic
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fo
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at
io

n:
 c

on
tr

ac
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re
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o 
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lo
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 c
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en
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l 
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at

io
n 
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m
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e 

it 
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e 
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 p
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ia
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D
G

&
E
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t 
pr
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y 
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 e
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te
d 
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 o
r 

se
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, w
ith

ou
t 
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e 
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r 
w

rit
te

n 
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al
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f 
S

D
G

&
E
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r 
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 r
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re
d 
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w
, s
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a 
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er
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ra
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—
P

ro
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m
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 c
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ac
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p 
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 c
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l i
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m
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—
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e 
fir

st
 c

on
tr
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t 
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s 

Th
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 P
ar
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o 
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se
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t 
le
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t 

th
e 
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m

e 
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f 
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C

on
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r 
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w
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r 
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m
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w
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ll 
re
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lt 
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 r
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e 
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f 
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o 
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ev

en
t 

un
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th
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 o
r 
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f 

C
on

fid
en

tia
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